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ABSTRACT

An analysis of financial criieria used in case

adjudic&tion by‘ the Directorate "' for Industrial Security
Clearance Review (DISCR) was cdnducted to determine those
financial factors most 'relevant in granting or 'denying

security clearances to industrial personnel.

It was concluded that the underlying cause of debt and

subsequent handling‘ thereof by the applicant. were more
influential than the type, number or dollar amount of debt in
determining case outcome. Applicarts whose debts were due to
circumstances beyond their control and who made good fgith
efforts to resolve theif debtg were mo:ellikely to be granted
clearances than applicants whose debts were due to
carelessness or‘financial mismandéement ;nd who made littlevor

no attempt to resolve their debts.

Ten financial factors most highly correlated with case

outcome were identified and grouped into four main categories.
Adjudicators were found to determine case outcomes in

‘accordance with established adjudication policy.

iv




II.

III.

TARBLE OF CONTENTS

meoDUmloNp"'onlOot'lhtlDO.'ol.Oto.uto\tllonothtooooal

A

B.
c.
D.
E.
F.
G.

H.

A.

B.

c.
D.

E.

A

Iv.

BACKGROUND . ¢ v 'e'seetnocsennsscsnassoccsssncanssnenel
PURPOSE « v v ee s aesesnnnnnessannnsssssrnnneseessens)
Dxécusszou..................L.............,.......J
OBJIECTIVES s e seveoresensnsnsnsnssonsssonssssssansesd

APPROACHI’.';'"'l.....‘"..'.".......‘!.l.“l......s

SCOPE.OOQQOOOQOOOOOOCOOCoottootll.lonc..ao..‘.t.l‘a

‘LIMITATIONS‘Q0.’0..000'!0itvtonu00"00--..00!.00.00011

THESIS OUTLINE.‘00.‘00.‘0!'OCU..l.‘..tt.;.."...'...l‘

LITERATURE REVIEw.'o.'0.'oooOO!oo.to-.toc.ooo.o.nooo.ls

" RENEWED EMPHASIS ON NATIONAL SECURITY............IS

CHRONOLOGY OF EVENTS IN SECURITY.................15
GENERAL WEAKNESSES IN THE CLEARANCE PROCESS......19
MAJOR ;SSUES IN CLEARANCE ADJUDICATION....csoes0.24

FINANCIAL ASPECTS OF SECURITY RISK..............;32

.BACIKGROUNDOIoooo--o.oo.-o.oc‘co--oo....;’n.t...-oo...to4o

OFFICIAL DIRECTIVES AND GUIDELINES...ccesccccsss 40

“HE SECUFITY CLEARANCE 'PROCESSl- L ...'.".....C.“‘

HETHODOLOGY-..o.cnuocou.o..-.ooo.I.o.lcoclonnlto.'-.osl'

A.
B.
c.

D.

DATA SOURCEUCQQI'.'.......UDO.......C.‘.I..‘.l..ltsl

DATA ELEMEN"‘S.OOQ'CQC'oocloovooonto-0..0.-0.0.0.'55'

‘DATA COILECTION.-.....-...-......---..-....-....-58

METHODS OF DATA ANALYSIS'.....'.‘.l’.’..l.....'...so




v. RESULTS AND ANALYSIS..I‘OO.O‘....CO.'..‘..l.l......l'.‘z

A. mDoM smpLE.....0"..0...'0.'..'..'.....“..';5062

B.

FINANCIAL CASESC0.0lI."...l..‘.l..l.‘...‘...ﬂl...s‘

VI‘ SUMMARY.....Q‘..'Dl..’.....'l..0............0..'.....‘76

A.
B.
c.
D.
APPENDIX

APPENDIX

APPENDIX

APPENDIX

APPENDIX

APPENDIX

ANSWERS TO RESEARCH QUESTIONS..¢ueceacsusocossees?6

CONCLUSIONS..’IQ.00.QQ0.0...0."..l...l.l.lQ.'.....83

RECOMMENDATIONSC..ll.‘.'Q......'.l..ll....l'l.....84

AREAS IFOR FURTHER RESEARCH.I..Q...‘..'.....‘......87

A -

B -
o
D -
E

F -

COMPUTER DATABASE CODEBOOK.+ssossoasssessssss90
DEFINITION OF TERMS .. eoeeescoscnsonasonoasssl09
LIST OF ACRONYMS .« «nnennnnnsnnnnennenseneenalld
CATEGORIES OF ADJUDICATION CRITERIA.........114
FINANCIAL ADJUDICATION POLICY.....osesssres.116

COMPUTER INPUT SHEETS...ccsvccscnsscssssnassll?

LIST OF REFERENCES..-...oo..o..'lo'..'.o'.O.ooo.c.o‘.‘.lo-"lzz

INITIAL DISTRIBUTION LIST....O'O.C....QCQ...n.'lbonot..l00127

vi




I. INTRODUCTION

A. BECKGROUND

The United States Department. of Defense (DOD) procures
many goods and services from private indunity.. In the
aprocasn, industrial firme 1xoquaﬁtly produce ' or h.pdla
sensitive documents, the unauthorized disclosure of which
could result in damage to the US naticnal security.
Consequently, DOD must ensure that only trustworthy and
reli;ble ihd1§iaua1- are permitted access to such documents.

Sensitive docuhents ‘are classified at Qnel of ‘three
classification levels: "tbp secret” (most'.ensitive); "secret”
(sensitive), or "confidenQ;al" (least -eh;itive). Individuals
who requir‘ access to luch classified information must first
obtain a security clearance. In this thesis, a person in
private industry Qho requires acceas to DOD classified
informatipn and applies for a clearance shall be termed an
"industria} applicant® or simply “applicant;" DOD determines
the'.trustworthiness of industrial aéplicantsl through 4the
. industrial security clearance.proceés.

The Defense Industrial Security Clearance Office (DISCO)
in Columbus, OH,'coordinates the industrial security cleafgnce'
adjudicatibn process and reports to the .Director of the
Defense Investigative sérvice (DIS). If the Personnel

Investigatioﬁs Center (PIC), which also reports to the




Director of DIS, uncovers nho derogatory information or issues

(e.9., tinincinl hroblems, mental illness, drug or alcohol
abuse) in an applicant’s background, then DISCO will issue the
clearance, If PIC does  find |i§n£ticant derogatory
‘information, then DISCO will forward the "issue" case to the
Directorate for Induitridl Security Clearance Review (DISCR)
in Columbus, OH.'

If DISCR’s office in Columcus cannot graﬁt the clearance,
;then the case is forwarded to DISCR’s second location in
Arlirgton, VA. If DISCR’s Arlington diviuion cannot grant the
cleatance,'thén'the applicaﬁtvis notified as to the reasons
for clearance denijal and is entitled to fﬁrthe? administra@ive
review. If clearance is still denied, the applicant may
appeal.theldeqisiog.\ The point; in the procéﬁs at which
clearances may be granted are referred £§ as stages, léveln,.
or segments, with DISCO the first stage or loweéi level, and
reviews And appeals at DISCR the final stages or highest
levels. '

DISCR. is the central adjudication facility (CAF) for
industrial elearances. (fhe military'and civil services havé
théir.own CAFs;)l The maip function of DISCR’s two locations
is the adjudication of industrial security clearances, or the
determination based on evidence both favorable and unfavorablé
as to Qhethe; granting access to classified information for a
particular industrigl‘applicant is in the national interest

[Ref. 1:p.3]. While both locations utilize the same written




guidelines {n adjudicating ca-nn‘ during the adjudication

process, only DISCR's office in Arlington may ultlmatel* deny
a clu;rance. Adjudicators are personnel who adjudicate
clearances., The tﬁroe types of adjudicators employed nt'DXSéR
{listed from thavloweut to highest adjudicative level) are
personnel iecurity specialists, administrative judges, and
members of appeal boards. This thesis examines the criteria
used by administrative judges in adjudicating cases involving
financial issuea, factors or matters (e.q., liens, judgments,

“indebtedness, bankruptcy).

B. PURPOSE

The purpose of this thesis is to analyze cases adjudicated
by the Directorate for Industrial Security blaarance RevieQ
(DISCR) in order to Sezexmine emplrically the financial
criteria used in granting Ar denying necurity clearances to ,

industrial aypiicants.

C. DISCUSSION
| The Stilweli‘Commissioh, in its report -on NOD security
policy and'proceéures, recommendea the "enunciation of more
precise critqri&"_in the adjudication process, notinglthat.
“this is a fertile area for research, as there .is scant
empirical data aéailable on which to base sound standards."®
[Ref. 2:p. 36] This thesis should help £i1l some of this'
research void by empirically determining the financial

criteria used in adjudicating industrial security clearances.
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‘Also, in the inter.st of greater efficiency in an
i © . environment of increasing budgetaiy“ constraints, gcnior
personnel at Di8~ have co@mented that theiyr investigators
should not waste their time invo-tigating those financial .

issues which, even unhder a worst case scenario, would not

 fc|u1t in the denial 6: a security clearance [Ref 3}. DIS
Special Agents investigating financial issues would also be
more likely to Yiew their assignments as meaningful and
“making a difference" if these unproductive hvenu?u of .
‘inve-tigation were eliminsted. To this end, DIS ﬁpproached
Ithe Personnel Security Research and 'Education Center
(FERSEREC), an organization "estaktlished to apply‘behhviorai
ncioﬁce :elea;ch methédoloqy to the problems of personanel
;echrity,g [(Ref. 4:abstract) to design a’itudy‘whose purpose
- would be to determine empirically the financial criteria used o .
by DISCR ip gtantin§ or denying -ecuriéy clearances to
industrial persbnnel. PERSEREC agreed to sponsor ﬁhe ;tudy,
wﬁiéh.ﬁaq perférmed'as thesis resgarch and reported in this
‘document.
In addition to hélping DIS investigators more'effectively'
focus their efforts, this.sfudy, by clarifying whichffinaﬁcial
factors ind'thfesholds'théreof are used at the final stages of
case adjndicatioﬁ at DISCR, could help to identify those
financial factors that should be considered at earlier stages
of the case SAjudication process. If more,security clearances

were resolved at a lower level in the case adjudication

4




process, savings in time, money, and pe;sonnel'shoﬁld_result.
In addition, peoplalat higher levels 'in the adjudication
process would be able to focus their energies on those céses
most des=zrving of ;ttention.l If the adjudicative criteria
used at the various levels differ from those suggested in
writtenlfolicy guidance, then those particular levels might
want to consider whether written directives need to be revised
or whether their adjudicators neéd to adjus§ their'approach to
more closely adhere to that suggested in the éuidelines.
Finally, if DIS investigatbfs concentrated their attention
on those areas of interest to DISCR adjudicatofs; then DISCR
would benefit through the.receipt of more relevant information
from bIS. Case adjudication at DISCR may then proceed mofe

smoothly and efficiently with a minimum of delays due to lack

of information. b
D. OBJECTIVES

The primary research question in this thesis is “What
financial criteria are used by DISCR in granfihg of denying
security clearances to industrial applicants?"  Financial
. criteria ' include not only types of financial factors (e.g.,
bankruptcy, indebtedness, judgments, liens) but also the
thresholds of those factors (e.gﬁ,.dollar amounts, number and
recency of occurrencesj used in adjudication. 4Subsidiary

research questions include the following:




1. Do tho.qctunl factors used differ from those outlined

'in DOD’Diror°"3'5220.6 [Ref. 1]? 1f yes, how? Do the
results of this study suggest the revision of current
adjudicative'practicevto conform to the quidelgnee or revision
of the guidelines themselves? |

2. Do the results of this study suggest certain financial
issues wh;ch are unbroductive in terms of their impact on
adjudicative outcomes? . For example, are there financiel
issues that, .even under a worst case scenario, woula not
result in adjhdicators denying a clearence?

3.- Can the results of this study be used by DISCR to
improve the'proceseing and adjudication of cases?

4. Can the database Jstablxshed as a result ot this study
be further utilized to examlne other televant ‘areas of

research, such as automated credit scoring?

E. APPROACH

An empirical method was chosen in whioh redacted cese
summaries (i.e., cases in whioh identifying information such
as the apolicant's name and social security number have heen
deleted) were analyzed as objectively as poesible to determihe
ﬁhe factors having the greatest impact .on adjudidahion
- decisions. These factoré were then compafed to those
specified in the appllcable written directives.

Case analysis was used as the main research methodology in

this study for the followin: two reasons. (1) The redacted




case summaries were easily accessible through DISCR, and (2)

a given case -ummary convenjently recapitulates in one
document the testimony and/or oviaencc considered by the
administrative judge in adjudicating the case.

Financial cases chosen for study were reviewed to
determine the financial information they contained. Based
upon this review, a computer cédebook w#s established to
fnéilitato data entry and retrieval (see Apprndix A). Among
the information included in the t;dacted case summaries was
the applicant’s income and expenses, natu:e‘éf each f{nancial
item (e.g., delinquent débt, bankruptcy, garnishment),
frequency and d¢11ar. amoynt of each item, applicant’s
attitude, and adjﬁdicative outcome. |

Once each case was ;nalyzed‘to determine the specific
information contained therein, that information was entered
int» a computerized &atabage for. additiqnal analysis.
Analyses were perfofmed on the data by using SESS statistical
softuare'in ordér to determine thg degree to whicﬁ different
types of financial factors were correlated with adjudicative

~outcome. For example, if every case involving bankruptcy had
an adjudicati%e outcome of “clearapce denied” while most cases
without bankruptcy héd an adjudicative outcome of “clearance
grahted,“ then there ‘would appear to be a very strong
reiationship Eetween the incidence of bankrupﬁcy in a case and
the adjudicative outcome. One might concludé that bankruptcy

was a primary financial factor used in case adjudication.




As a final note, many biodata items other than those

bptevioualy noted, pa;ticularly those of a nonfinancial nature,
were encoded in the datgba#q established for this study.
Among those additional items were the applicant’s age, sex,
and marital status; dates of hearings and appealg; including
all inter@ediate determinationq; aﬁd pfovision for other
nonfinancial case issues, such as drug .abuhe and mental
illness.  The database was intended to be broad in scope to
facilitate additional analysis by pthers, easy exéansion for
future studiés, and the determination of such items as the

financial profile of the average applicant denied a clearance.

F. SCOPE

As previously noted, this study examines the financial.

criteria used in making clearance determinations at DISCR

t.hrough analysis of redacted case summaries. ,Both the subject

matter and the decision to use data'iréwn from the redacted

case summaries affect the scope of the study, as illustrated
below. .

i. Industrial Cases Only

DISCR only adjudicates ‘security clearances for DOD '

industrial applicants. Military and DOD civil service
personnel are adjudicated by other organizations. At the
present time, DISCR is the only CAF that prepares case
summaries and indexes to thé cases that it has reviewea by

issue.




2. Cases Adjudicated by Adaministrative Ju¢§ct Only

Only those industrial cases adjudicated by an
administrative judge at DISCR were examined, vice those cases
in which (1) clearance was apprerd at a lower level in the
raview process or (2) clearance was denied by DISCR and the
applicant did not request review of the case by an
administrative judge. 1In ofher words, evéry case examined in
this sﬁudy involved both (1) denial of clearance by DISCR and
(2) review by an administrative judge at the applicant’s
request. This restriction was necessary due to the
unavailability of information on cases adjudicated at lower
levels in the clearance process. One advantage; howaver, is

that the cases heard by administrative judges are the most

. controversial, requiring keen judgment as to whether the

facfors in the caae do or do not suéport the granting of a.
clearance. “Consequently,lsuch cases are considered to be the
moat useful in helping to distinguish the‘specific financial
factars, and thresholds thereof, thch determine whether or
not clearances are granted.
3. Financial and Financial/Unreliability éases Only

All cases designated as pertaining to ‘a fimancial
issue by the letter "L" in tha."Index to Caaes" volumes
published by DISCR were included for study. Alsq, since ﬁost
adjudicators consider the existence of financial difficulties
indicative of general immaturity and carelessness on the part

of the applicant, the great majority of financial cases were
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encoded nét only'witﬁ an "L" for their financial content but
also with the letter "I" for "poor judgment, unreliability, or
untrustworthiness." _ [Ref.l l:p. 6] Consequently, those
financial cases encoded "LI" were also included for study,
along with those financial cases encoded, "L", to ensure'a
representative and meaningfui population size. Financial
caées involving other issues, such ag'psychiatric illness
(enéoded "LJ") or drug abuse (encoded "iN"),'were not included
for stﬁdy,,so aé to facilitate the igolétion of financial
- criteria used in adjudicating security clearancés.
4. Cases Adjudicated Under New DOD Directive Only

Only those cases adjudicated under DOD Directive
5220.6 dated August 12, 1985 [ﬁef..l] were included for.study;
because the new directive introduced major. changeé in
, adjudicatiqn procedure - at DISCR. (1) It revised the
definition of financial criterion "L"; (2) it established new
adjudication policy for determining fhe degree of financial
irresponsibility displayed by applican£s; and (3) it altered
' the role of appeal boards in case adjudication. Thé
aforementioned éhahges may have affected the adjudicétioh of
cases to some unknown extent.

Two other éonsiderations reinforced the decision to’
use only more recent cases. First, almost all cases
adjudicated prior to 1985 in which clearances were granted
resulted in "split" decisions, whereby applicants were cleared

for access to information up to, but not above, a stated

10




classification level (e.g., secret, confi@en;ial). In
coﬁtrast,‘cases adjudicated After 1984, includiqglthose'used
in this study, make no such digtfnction. Applicants granted
clearances are cleared for access to information up to the
claséification level requestéd by their employers. Seqond,
the remoteness in time of earlier financial cases, which weré
available as early as 1966, may have reduced their current
relevancy due to possible changes in financial attitudes and
standards in society. |
All cases examined in this study wére adjudicated

under the same guidelines, thereby enhancing' case
comparability.

5. Cases Issuing Final.Determinations Only - . -

| Only those cgses considered "closéd", in which final
determinations were issued stating unéquivqcélly whether a
security clearance was granted or denied'to the applicant,
' were included for study. Cases in which final outcomeé were
unknown could not, obviously, be uséful iﬁ a étudy attempting
io determine which. financial factors affect  adjudicative

outcome.

G. LIMITATIONS

There were several important limitations of tﬁis study.-
First, any inaccuracy in the "Index to Cases" volumes used to
ident#fy.financial cases may have reduced the nuﬁber of cases

chosen for this study. For example, if a financial case were

11




coded "M" instead of "L" in thé'index, then the case could not

have been properly pulled for analysis. A random sample of

cases was studied to 'provide some measure of index accuracy.

Second, this study used case analysis to determine the
financial criteria used by DISCR in case adjudiqation as
opposed to interviews'or questionnaires. A given case summary
contains-only that information chosen for inclusioh by the
administrative judge who wrote it. As a result, only that
information contaiﬁed in the case write-ups was examined; any
other information, such as nonverbal communication (e.g.,"body
language") ‘at tﬁe "hearing, credit reports, related
correspondence béfore or after the hearing,wexhibits presented
at' the hearing, aﬂd any other case file information not
writien as part of the caéeldetermination-was‘not examined,
regardless of how pertinent or objective in nature.

The financial information chosen for ihclusioﬁ in each
case fsummarj varied to some extent ffom case ‘to case,
depending on several factors, including the following:

(1) thé‘applicapt'é financial situation (i.e., not every
applicant had a bankruptcy);v‘ |

(2) the reasoﬁs fdr denial of clearance lx(é.g., a
delinquent debt satisfied ten years ag&"may'not h;ve
been a reason for denial and so wés not addressed);

(3) combining or. "lumpingﬁ of  data (e.g., three
delinéuent debts of $20, $30 and $40 listed as “"$90

of delinquent debts"); and

12




(4) personal discretion ,of 'the' administrative . judge
(e.g., some adminietrative judges noted exhibits
presented at the hearing or other miscellaneous
case file informatioh, such as monéhly income and
expenses of the applicant, in greater detail than
others). |

' While the varjations in financialninfo;mation from case to

case impaired case comparability to s&mé extent--tﬂe true

extent of which is unknown since any excluded information
cannot be determined wifhout examining the original case file

--there was enough similarity in case iﬁformation to bermit

me&ningful analysis. ' , \

‘in addition, only that financial informationbencoded under

. criterion "L" or "I"‘wag included for'stﬁdy. In bther wofds,

any financial information‘listed under a different criterion

was not considered. For example,‘suéh financially-related
items as "extortion" and "embezzlement" were usually encoded
and adjudicafed under ‘criterion "H" fér criminal conduct
rather than financial criterion "L."‘Consequently, meanihgful
conclusions could not be drawn from this study for such iteﬁs.l

Finally; as mentiorned earlier, all cases uéed .wefe
redacted, méaning that all identifying iﬁformation was
removed. Such items as the applicant’s name, social security
riumber, and name of employer were not needed for analysis and
so their bﬁission was of no consequence. ' Sometimes, however,

when identifying information was deleted, other types of
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information were also deleted by mistake, such as the type of
debt. .Such instances, however, were sufficiently infrequent

so as to not impede a meaningful analysis of the data.

H. THESIS OUTLINE
| The remainder of this thesis is organized as folio&s:
Chapter II highlights recent developments in .personnel.
security aﬁd examines major issues in clearance procéssing.
Chapter III outlines the major steps in'thevadjudicatiqn
' process, and reviews applicable policy and directives. A
&escription of the database,‘data cbllection, and ﬁethodolégy .
is provided in Chapter IV, while Chapter V discusses results.
and interpretations. Chaptef VI presents conclusions of.the
study, recommenqations, and afeas for ‘further résearch.‘
Appendix B dgfines terms having specific ﬁeanings within the
context of pérsonnel security. Appendix C Iisfs the main

acronyms used in this thesis.

14




II. LITERATURE REVIEW

This chapter reviews the reasons for renewed interest in
national security during the 1980s, provides a chronology of
significant events, and examines major issues in the security

clearance process.

A. RENEWED EMPHASIS ON NATIONAL SECURITY

In response to a series of espionage cases in the eighties
(26 U.S. citizens were convicted of espionaée from 1984 to
1986 alone) a number of governmental studies and cbngressional
hearings were conducted'lto ‘determine 'if various national
security procedufes needed strengthgning [Ref. S5:p. 4]. " In
addition, legislation affectiné national security proéedures

was introduced and some was passed [Ref. 6, 7 and 8]; While

. many areas, such as information and physical security, were

examinéd, the security cieafance process was especially
scrutinized, because present and former U.S. governmental and'
contracter personnel with access to classified information
played key roles in all recent espionage cases [Ref. 5:p. 1].

A brief chronology of events follows.

B. CHRONOLOGY OF EVENTS IN SECURITY

Early eighties: Foreshadowing a decade of increasing
concern over national sechrity,'the General Accounting Office -

(GAO) issued a series of reports in the early’eighties whose
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purpose was a "continuing review of the protection of national-

security information." [Ref. 9:p. lj Each report usually
focused on a particular topié.

March 1983: Amidst controversy, President Reagan’s
"National Security Decision Directive 84" (NSDD~84) was issued

[}

and included the following elements: It (1} required the

signing of nondisclosure agreements by gll‘ﬁersonnel with

access to classified information, (2) required the agreement

1

of persons with access to the most restricted materials to
prepﬁblication review of their writings, (3) cglled on
’agencies>to adopt policies concerning‘empioyee contacts with
the media, ana (4) authoriéed the investigative use of
polygraph examinations. Many considered thé pfovisions too
restrictive. [Ref. 6:p. 2] | ' |

November 1983: In response to the 1983 arrest of éamés

Durward Harper, Jr., later convicted of espionage involving a

DOD contractor facility, the DOD Industrial Security Committee

("Harper Committee") was convened - to "analyze the

effectiveness of current industrial security requirements and -

devélop recommendations for program improvement." [Ref. 10:p.
vi) ._

Apfil 1985: In response to the arrests of William Hélaen
Bell, members of the Walkef family, an& others later cohvicted
‘of espionage, congressional hearings were held on federal
government security ciearance programs "to evaluate the

efforts by several agencies of the executive branch to
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establish the integrity and reliability of persons applying
for and working in Federal positions and contractor
employment.” [Ref. llzp..l) The hearings were extremély
broad in scope and surveyed programs in all federal agencies,
both DOD apd non-DOD.

June 1985: Secretary of Defenge Caspar' W. Weinberger
established the DUD Security ReviewICommission f”Stilwell
Commission") whoée task was to examine and make
recommendations concerning bOD security policies  and

procedures. The commission’s report of recommendations,

Keeping the Nation'’s Secrets, set the future course fbr DOD

security policy. The commission believed that existing
security procedures were 'basiCally sound Dbut neéded
improvementé in their implementation. [Ref. 2] |

1986-1989: Many federal agencies and deéartments} both
DOD and non-DOD, independently‘investigated their own securityi
clearance programs to evaluate their effectiveness. These
agencies included the Air Force, Staté Departmenﬁ, Department
of Energy,. and Nuclear Regulafory Commission [Ref. lé through
173. ' Weaknesses discovered in those ‘programs ‘were very -
similar to those in DOD.

'Febrdary 1987: The House Select Committee on Intelligence
issued a report .addressing "serious security deficiencies
[that] exist in a nﬁmber of areas within the U.S. intelligence
community."” .[Ref. 5:p. 2] This report disagreed with the

Stilwell Commission that existing security procedures were’
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sound and suggested tgeir‘completc overhaul. 1In October 1988,
the.samé coymittee issued a status report which recoqnized
some initial improvements Sut noted "the lack of a dedicated
commitment of managcmenﬁ to provide the necessary leadership

and resources” as a barrier to further progress {Ref. 19:p.

' 2}. The status report also reiterated the need to move béyond

mere improvement of the existing lecufity screening system to

a thorough‘reexamination of its "undeilying philosophy, focus

and methods.* [Ref. 18:p. 3)

March 1990: Congressional he@rings were held .o examine
a proposed executive order, first drafted in November 1987,
which would rescind fhe‘-right of federal employees and

contractors denied clearances to be informed of the charges

* against them and respond tb those charges. The purpose of the

order was to provide uniformi:y in clearance‘processing for
all federal and contractor personnel. The order is still
pending (as of September 1991). ([Ref. 7]

June 1990: A bill titled The 'Ccﬁnterintelligehce
Improvements Act of 1990 was introduced by thevJacobs Panel,

featuring the following provisions: (1) forfeiture of profits:

from espionage, (2) new criminal penalties for possession of
_espionage devices and selling of top secret materials to

'foreign governments, (3) rewards for reporting espionage, (4)

amending the Right to Financial Privacy Act to increase access

to financial information for  security clearance
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‘investigations, and more. Senate hearings were Leld in July

1990. [Ref. 8]

C. GENERAL WEAKNESSES IN THE CLEARANCE PROCESS

This is the first of three sections highlighting major

issues cnncerning security clearances addressed during the
"decade of the spy." While space limitations preclude an
exhaustive examinatior of all major issues conceraing the
clearance process; thé issues coveréa were .among the most
problematic, significant, or controversial. Issues are
divided intc three cctegories: general, adjudicative, and
financisl. This section covers broad, geneial issues.
1. Lengthy Clearance Processing Times

In 1582, processing delays for two types of personnel
security investigations (PSI)-~-the background inrestigation
(BI) and the national agency check (NAC)--were estimated to
average 130 days and 73 days, respectively [Ref. 9:p. 8]. The
Harper Commission stated, "It is clear that the current
rrocess which can take as long as three years or more is not

acceptable for the Government and can create a hardship for

both the éontractorAand the individual whose clearance has.

been suspended.". [Ref. 10:p, 22] Some studies recnommended
that greater resources be allocated to DIS, even at the

expense of other programs [Ref. 2 and 18:pL. 3}. For example,

the Select Committee on Intelligence stated that "the United

States has spent Dbillions ' of dollars to acquire
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technoiogically advanced means of intelligence collectioh but

seems anilling to invest in the felatively few millions of
dollars necessary to better protect them'f:om cﬁmpromile."
[Ref. S:p.'12] Another lolutioﬁ luggested was the use of
interim clearances.

In fiscal y;ar'(FY) 198§, DiSCO increased the use of
interim security clearances with the following positive
results: (1) out of 82,445 requests‘f6r intetiﬁ ciéarances,
69,331 were i:sged, usuzlly within 5 days, (2) only .06
percent of the interim clearances grantéd weré subsequently
| withdrawn, and (3) approximétely 45 days of clearance
processing]time were eliminated,'thereby séving.éontracﬁors,
and ultirately the government; an estimated $182 million [Ref.
iQ:p. 15]. The steaay'gréwth in automated information sysfems
should further speed,clgarancg p;océssing time'[Ref.YIQ:p.I].

2. Proliferation of éloarancos '

From 1980 to 1985, the number of security clearances
increased by an estimated 40'peréent (Ref. 5:p. 12]. Reasons
included relaxing of the “need-td-know“ principle aﬁd .
contractor reluctance to withdraw clearances; Subsequently,
'in June 1985, the Secretary of Defensé mandated a.lo-perceht
reduction iﬁ the.nuhbe: of securitf clearahces.outstanding for
DOD and defense contractors in eachbclaés;fication ievel-;top
secfet, seéret, and confidential--by October 1985. Not only
was the originai goal sutpas#edl by 6 petcenﬁl for all

classification levels combined (although the goal was not
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achieved for each individual classification level), but an

overall reduction of almost 34 percent was achieved by October
1986. An additional requirement to reduce requests for
clearances by 10 percent was also met. [Ref. 20:p. 2]

3. Backleg of Periodic Reinvestigations

Various studies émphasized the‘importance of periodic
reinvestigations Sy pointing Sut that *...the greater and more
probable threat to DOD securiéy is the individual who is
recruited [fbr espionage] after he has been cleared.” {[Ref.
2:p. 37} Even more emphatic'was the Harper Commission, which
stated that "...personnel security risks commence after a
clearance is granted (and access is.afforded) and increase
significantly thereafter.”  [Ref. 10:p. '87] A Senate
Inteliigence Committee feport noted the foilowing:

Most [spies] are amateurs, and few, if any, énter the
military or civilian employment with the intent to commit
espionage. Neither do they necessarily behave at the
time of entry in ways considered unsuitable. [Ref
18:p.18)

Congress appropriated $25 million in F7 1986 to reduce
the backlog of periodic reinvestigations [Ref. 20:p. 3]. The
number of reinvestigations conducted increased "from a low of
208 in FY 1982 to more ‘than 80,000 in FY 1985." [Ref. 21:p.
62] By FY 1989,IDiS had completely eliminated the backlog of

top secret reinvestigations and had begun to eliminate the

backlog of secret level reinvestigations [Ref. 19:p. 17].
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4. Ovorglallification of Documents‘

Some estimates put the number of clagsified documents
in existence into the trillions [Ref. S5:p. 13]! The Stilwell
Commission, however, estimated the number at a more realistic
100 million as of 1985 [Ref. 2:p,'19]. In any case, appeals
were made to thése who classified documeﬁts to reconsider
whether unauthorizéd disclosure of a given document would
realistically damagé national security so ﬁhat protection
efforts would be concentrated on those documents most in neea
of reéﬁrictéd ;ccess.

5. Lack of Managerial Involvement

The Stilweil Commission noted thét in every case of
recent espionage, "there has been eQidence of conduct known to
the commander/supervisor which, if recognized and reported,
might fxave had a bearix;g on the continued access of the
individual."” [Ref. 2:p. 44] - The Commission went on to
recommend the implementafion of ‘“reliability" programs
_requiring supervisors. to perform initial and recurring
evaluations ' to certify ‘that subordinates afe fit for
antiéipated duties [Ref. 2:p. 44]. _lThe Harper Committee
echoed the importance of encour&ging "industry to initially
‘écreen employees and be continually alert‘ to behaviorai
changes and other circumstances that may affect an emplo&ee's
continued’suitability for classifiéd access." [Ref. 10:pp. 2~

3]
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The House Select Committee on Intélligence noted that
"frequently it is difficult to ascertain the possibility of
espionage based on lifestyle alone, even when background
investigations and reinvestigations are conducted prbéerly,"

and emphasized the importance of "encouraging security

awareness by fellow employees, who cén rebort patterns of work

actiQity potentially associated with espionage." [Ref. 18:p.
11] The Commitfee'also quoted a seniof DOD personnel security
official. "Pheére should be an opportunity to share problems
at éarly stages with a supervisor’or counselor who might be
éble to help, ‘before ‘the‘ problem becomes desperate,
unéhareable, and a motive for illegal behavior like espionage
develops." [Ref. 18:p. 11]
‘ 6. Limited‘Scdpe of Secret-Level Investiéatioﬁs

The Stilwell Commission recommended "expansion of the
investigative scope for a secret ciearénce to include a credit
check of the subject and written inquiries to past and present
empioyer(s)." (Ref. 2:p. 9] 'The Harper Committee concurred

[Ref 10:p. xii], as did the House Intelligence Committee,

which strongly attacked the insufficiency of the NAC as the .
sole requirement for 'access to information classified at the

secret or confidential level.

. It is inexcusable that the majority of people who require
access to classified information are cleared at the secret
level, and for these individuals, the government conducts
only a NAC, seeking no financial or employment history
information. The Committee finds 'this failure to act
inexcusable. Testimony from professional security experts
was unanimous that these two elementary criteria should
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have been made a part of the NAC years ago. '[Ref. 18:p.
6] ' ' .
D. MAJOR ISSUES IN CLEARANCE ADJUDICATION

This section explores major issues believed to affect the
quality of the adjudicative process.

1. ~~reening Methods Used in Adjudication

Judgmental and empirical screening are the two main
methods used in determining personal financial responsibility.
. The judgmental method recognizes that "the average behavio;'of
a 'category of people does not necessarily indicate the
behavior of a particular individual within that category" and
encourages individual evaluation [Ref. 22: p. 47]. On the
other hand,

unlike the judamental method, the empirical method, in its
purest form, does not concern itself with the
individuality of the applicant. ' Credit scoring is an. .
empirical method of determining personal financial
responsibility. It is the newest method and involves
quantification of the applicant ‘s personal trait variables
to arrive at a score for the individual. The score is
compared to a required standard to determine applicant
approval. [Ref. 22:p. 52]

‘ While the judgmental method is generally considered to
be subjective and the empirical method objective, there is
subjectivity involved in setting the stahdards, or thresholds,
in the empirical method. Also, standards may discriminate
against certain population groups who may bé less likely to
score high in particular rated variables, such _és home

ownership, but may be financially responsible nonetheless.

Consequently, "setting a cutoff score for an applicant’s
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approval can only be considered objective in the sense of
being consistently applied.” [Ref. 22:p. 58] |

The clearance proceés' used iﬁ DOD is mainly
judgmental, with some empirical aspects. For example, some
thresholds are applied to identify Fissue" cases involving
enough derogatory information to require further or'expanded
investigation. Investigators, however, are encouraged to
expand ‘any. c=ses if, in their,judgment, circumstances so
warrant--even if case data fa;l under . the establishéd

thresholds [Ref. 23]. The trend in DOD'adjudication, however,

is toward a more empirical emphasis, as discussed in the next

paragraph. _
2. Specificity of Adjudicative Criteria
Many studies recommended that criteria for
adjudicating éecurity clearances be made more specific and
binding on the adjudicator. . For example, the Harper Committee
fecomménded "strengthéning thé adjudication process through
the establishment ofYadjudiéative‘standards as . opposed to

adjudicative guidelines which shall be uniformly' applied

‘tHroughout the DOD." [Ref. 10:p. . viii) The Stilwell

Commission concurred, ‘noting‘-that the general nature of
adjudicafive~ criteria_ made vit' "possible fér different
adjudicatéré ‘to arrive' at different determinatioﬁs after
applying the same gﬁidelineslto a given set of investigative
results." [Ref. 2:p. 35] Civilian security-specialists also

advise that "in using background information, you should
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establish some criteria for objective énd consistent
evaluation” [Ref. 24:p. 51] and "to avoid erroneous judgments,
the subjective procesé of risk appraisal must be given an
objective framework on which appraisers can base their final
judgments." [Ref. 25:p. 52]
| In response, more specific and bindihg adjudicative
criteria, termed "Adjudication Pélicy," were established in
DOD Directive 5220.6 dated 12 BAugust 1985 for a number of
areas, ;includipg financial irresponsibility, criminal and
sexual misconduct, alcohol and drug abuse, aﬁd
‘mental/emotional illness. The new;y'estéblished criteria list
factors, both for and against the granting of a clearance,
~ which must Be congidered by adjudicators in making clearance -
decisions. [Ref. l:encl (3)]
3. Written Quality of Reports
One study assessed thewwriting quaiity of reports of
investiéation, tﬁe-documents which sumﬁérize the investigative
results for each applicant and are the primary material relied
on by adjudicators iﬁ. ‘making clearance decisions.
Adjudicators commented on "the inéonsistent quality of Qritiﬁé
thef reviewéd" and agreed "that grammaticél, spelling, usage,
" and punctuétion errors caused them to quéstion the
thoroughness and intelligenée of'the field agent."  [Ref.
26:p. 19] The study cautioned that "the negétivé perceptions

associated with poorly written reports may cause‘adjudicatorsA
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during their decision process to unconsciously assess field
aggnté as a mitigating factor." [Ref. 26:p: 191
4. Connotative Effects of lLanguage
Research into the effects of language used in reports
of lnvestlgatlon lndlcated that.

Adjudicators responded differently to the connotatlons of
the language that special agents used. These responses
could have a significant impact on how the case was
adjudicated. Terms like "financial irresponsibility,”
"bankruptcy," "sexual misconduct," "drug abuse," and so on
triggered in adjudicators radlcally different reactions to
similar kinds of information. [Ref. 26:p. 22]

The study provided the following financial example:

"« +.the words "bankruptcy,"” "past-due," "collection agency"
triggered in one adjudicator reviewing a PSI containing a
history of significant financial problems...language
" schema that caused the adjudicator to feel that  the
subject was irresponsible, dishonest, and would be prone
to financial blackmail. He intended to recommend denial
of clearance...In contrast,' another adjudicator in the
same adjudication facility was evaluating a PSI with an
almost identical financial profile (in fact, the history
of financial difficulty was more severe). This agent
reacted neutrally to terms like "bankruptcy," "past due,”
and "collection agency." She believed the subject had.
merely fallen on bad times and had run into a string of
.bad luck. [Ref. 26:p. 22]

" The étudy.suggested that "adjudicators need‘tﬁ develop
a better self;consciousnesé about their'OWn lanquage biases
and the‘exteﬁt to which their adjudication decisions may be
affected by those biases." [Ref. 26:p. 26]
s, Pérception of Verbal and Nonverbal Cues
 Yet aﬁother‘stud§ examined verbal and nonve;bal cues
indicativé of deception in investigative interviews. Examples

of possible verbal cues to deception included fewer past tense
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‘verbs, more first-person pronouns, fewer unique words, feﬁer
references io épecific groups or persons, and less emphasis on
the negative aspects of people or.situations [Ref. 27:@. 791.
Possible nonverbal cues to 6 deception included increased
shrugs, more or 1esé,poéture shifts, and fewer illustratiﬁg
hand gestures [Ref. 27:p. 80]. The idea was that persons more
vadept at judging truthfulness in applicants would produce more
accurate investigative infofmation. Such information would be
of interest to adjudicators who must determine the security
worthiness of applicants - from results of ianstigative
interviews and/or'éestimony at administrétive hearings. The
study concluded from availabie‘reseéfch that "humans canvoften
detect deception at better than chance levels, but not much
betfer.“ I[Ref. 27:p. 83] In other words, the perception of
verbal and nonverbal cues could have a positive effect on the
information used in adjudication,'bﬁt~not markedly. .

6. Training of Adjudicators

In 1985, the Stilwell .Commission made the following

‘comments concerning the training of adjudicators:

‘'DOD requires no formal training for persons performing
adjudicative functions. Indeed, no such training is
~ conducted beyond an occasional seminar. The application
‘'of adjudication guidelines thus becomes largely a matter
. of on-the-job training. Moreover, the grade levels of
adjudicators appear uniformly low, considering the degree
of judgment and skill required. [Ref. 2:p. 35}

‘Ope study confirmed that adjudicative tasks, while
vafying in complexity from less to more challenging, involved

*primarily complex cognitive capabilities," including
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numerical facility, wvisual perception, convergent and
divergent reasoning, verbal aptitude, and memorization [Ref.
28:pp. 22-23]. The study also indicated that "as a career
area adjudication has been neglected for many years and has a
requiremént for a dynamic enhanc;ment prégram.“ [Ref. 28:p.
ii} Changes in the area of adjudicative‘training appear
likely as analyses of adjudicator tasks and training continue
[Ref. 29 and 30].
7. Due Process in Adjudication

Controvery exists over to what degree, if at all,Adue
process, as guaranteed‘in fhe U.S. Constitution, applies to
" the adjudicafion‘of security cle;rances. Pursuant to the 1959
U.S. Supreme Court case ovareéne,versus MﬁEquy, 360 U.S.
496, which first asserted the right of an individual to review
charges and.confront accusers [Ref. 31:p. 4], Executive Order
10865 Qas issued. It established the right of any federal
émployee or contractor denied a clearance to é written
statement of reasons and chance to respond [Ref. 32]. As
mentioned previously, an exeéutive order proposing to rescipd
the féregoing rights was”fought on the grounds that it lacked
due prdéess or violated the inherent rights of applicants
[Ref. 7]. At'houée hearings on the proposea order, Gerry
Sikorski, chairman of the Subcommittee on éivil Service, made
the following statement: |

This opportunity to confront our accusers, or at least the

accusations, and to present our case when we are in danger
of losing an interest of great importance to us, is one of
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the fundamental premises upon which Amerlca was founded.
[Ref. 7:p. 1]

Yet, as Emilio Jaksetic, Appeal Board Chairman at
DISCR, pointed out in a preliminary legal analysis,

absent a liberty or property interest, the Due Process
Clause [of the Constitution] does not apply, and the
Government is free to exercise 'its judgment and discretion
as to what procedural protections, if any, it wishes to
grant to applicants for security clearance. Of course, if
any federal statute applies, then whatever procedural
requirements mandated or required by that statute must
apply. [Ref. 31:p. 169]

In fact, two Supreme Court decisions, both issued in 1§88,

~ addressed the right to a security clearance. A US Supreme

Court opinion concerning the case of Department of the Navy

'versus Thomas E. Egan, U.S. Supreme Court. 86-1552 (1988),

stated that there was no inherent right to a security
clearance [Ref. 31:p. 4}, while the case of Hill versus
Department of the Air‘Forée, 344 F. 2d 1047 (1988), "went
further in stating that there is no liberty or property
lntELESt in possession of a security clearance." [Ref. 31:p.
61]
In any event, as Jaksetic commented,
absent a rigorous analytical approach, supported by
abundant case law, and cogent reasonlng, the Governwent
will have llttle chance of convincing a court that the
principles articulated by the Supreme Court in the Greene
case [concerning rights of confrontation and cross-
examination] do not or should not apply to security

clearance cases under a new system or Executive Order.
[Ref. 31:p. 173]
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8. Personal Values of Adjudicators
Every individual has his or her own personal sernse of
"right and wrong." Such personal, or moral, values have been
pinpointed by some as a major reason for subjectivity in
adjudicative decisions:
[Appraisers] may overlook past activities if they are
similar' to activities they or their acquaintances were
once involved with. Or if past activities offend an
appraiser’s personal moral values, the appraiser may take
a particularly harsh stance regardless of what these
acticns really indicate about the applicant’s probable
future behavior. [Ref. 25:p. 51] '
In addition, most individuals, including adjudicators, could
probably describe themselves 2, "liberal," “"conservative,"
"moderate,” or some variant thereof in their general
orientation. While such attitudes and values may affect
clearance adjudication to some unknown extent, skilled
adjudicators who are aware of their existence can work to
minimize their effect. The administrative judge is a variable
studied in this thesis.
9. Environmental Factors

One final factor which could affect the adjudication

of security clearances is the influence of so-called

"environmental factors", a term used to refer to such items as

prevailing public opinion and agency philosophy. For exahple,'

in the midst of outcries from governmental committees that the
DCD clearance denial rate of about 1 percent was too low [Ref.
2:p. 36; 1ll:p. 4; and IS:p. 71, adjudicators may have felt

inclined to deny more clearances. 1In addition, as is true for
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most agencies, departmental philosophy may change from time to
time perhaps influenced 'by the liberal or consegvative
attitudes of departmeﬁtal personnel or managers. These
attitudes, may, in turn, exert some unmeasured influence on

adjudication. Finally, in an era of increasing budgetary

constraints, pressure often mounts to do more with less. The

resulting increase in individual caseloads may encourage 'an
empha315 on the number rather than qhality» of cases

adjudicated [Ref. 33 p. 19] Adjudicators should be aware of

~ the presence of such influences so as to minimize their

potential impact on adjudicative decisions.

" E. FINANCIAL ASPECTS OF SECURITY RISK

This section' examines the financial aspects of security

risk by exploring the motives involved in the commission of

both white collar crime and espionage. Kﬁowledgé of such
motives has lead to an increased emphasis on government access
to personal financial information, which will be discussed
last.

1. Motives in White Collar Crime

| One deflnltlon of "white collar" crlme, a term coines
more than 40 years ago by criminologist Edwln Sutherland fRe

34:p. 1093, is "committing a premeditated illegal act agzins®

the institution where the individual is emploved,” wizk the

term "institution" applying to bothk “re government and tie

private sector [Ref. 35:p. 486]. Whiis ssre believe that “the
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biggest group of offenders are persons heavily in debt," [Ref.
35:p. 486) research indicates that persons commit‘ crimes
against their’emﬁloyers for many reasons.

For examéle, two gfoups--loo certified public
accountants and 90 participants at a security conference--were
independently asked to rank reasons why employees steal or
embezzle from their employers. The top four reasons were the
same for both groups. (1) They can éet away with it, (2)
stealing a little from a big company won’t hurt, (3) each
thief has his or her own moti#es so there is no general rule,
and (4) fear of beingvcaqght is not a déterrent. ;In fact, the
motive that "they think'they desperately need, want, or desire
the money or articles, stolen" was ranked only 13th! (Ref.
36:pp. 112—113] |

Other reasoﬁs cited in the literature for emplo?ee
crime include revenge against the éompany, peer pressure, the
chalienge of beating the system, hatred of management, outside -
pressures sucﬁ as blackmail or extortion, a company’s
relgctance to prosecute due to negapi?e. publicity, an
. internally corrupt business environment where "stealing is a
way of life," alienation from the corporate bureaucracy, a
court syétem that "goes light" on white collar crime, and 5
.prevailing attitude in society and the business world that "it
»#7’t a crime if you don’t get caught." [Ref. 37:pp. 93-94;
Caom 26}_and 39:p. 63) |
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Many models, theories, and generalizations about crime

have been offered. For example, according to one articie,
there are two general causes of workplace dishonesty--
individual §redisposition and management indifference [Ref.
40:p. 94). Economic theories of crime; oh the other hand,
regard "the criminal as a iatiénal &ctor, maximizing préfiﬁ
within a matrix of costs and oppdrtuﬁities.” [Ref. 41:p. 1)
. For example, in £he Becker économic mqael, if the gain in
" expected utility from engaging in an illegal activity is
positive, then a decision maker will ehoosé to engage in the

acfivity [Ref. 41:p. 3).

Yet another study identified the -essential

preconditions of internal crime as need, opportunity, and
justification. An employee could "need" money, re§enge, or
excitémeptf have the "opportunity" to commit the crime due to
poor internal éontrolé, lack qf punishment, or a cleérance for
access; and "justify" the crime based oﬁ{a corrupt éorporate
envirqnment, poor treatment by management, imbersonality of
the corporation, or societal feinforcément ("everyone’s doing
it"). [Ref. 42:pp. 14-15] ‘
Invfact; as one article pointed out, there is some

validity to the excuse "everyone does it--I‘m only taking my

share." [Ref.<42] Seven out of ten employees can be expected v

to steal at one time or another; one-half ' of corporate
executives see nothing‘wrong with bribing foreign officials;

and 60 ' percent of employee - theft occurs = at the
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executive/managerial level [Ref. 42:pp. 12-16]. According to

a study done by the Bureau of Justice, 75 percent of all
employees will steal at least once [Ref. 37:p. 93].
Recognition of the prevalence of white collar crime is
reflected in such statements as "the defense industry is rife
with corruption” [Ref 38:p. 26] and "if you were going to
prosecute all the companies in America engaging in industrial
espionage, then you’d have to put most of the Fortune 500Iin
jail." ([Ref. 38:p. 28]

Regardléss of the reasons why empléyees‘stéal, some
| suggested solutions to the problem have included the
following: (1) honesty testing [Ref: 43]; (2) a complete
prescreening sequence to inélude interviews, psychologi&al
tésting,‘and :eferenée, creditf and criminal'checks [Ref.
40:p. 95]}; (3) improvement of the corporate environment to
include a willingness to prosecute, better relations with
employees, and highef ethical standards [Ref. 38:p. 28-31};
and (4) continuing observétion of employees, inciuding
periodic backgrouhd investigations and identification of

employees who are disgruntled or living beyond their means
[Ref. 37:p. 94].

It should be apparent from the foregoing discussion
that employees commit crimes against their eméloyers for many
reasons. In other words, financial crimes are not necessarily
committed solely because’ of financial need or greed.

Consequently, a “"clean” credit check does not guarantee that
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an employee will not commit a financial crime.

seen in the next section, however, the financial motive, while
nof always controlling in the commission of white collar
crime, seems to figure much more prominently in eépionage.
2. Financial Motive in Espionage

The following quotes rgflect the strong influence of.

the financial motive--inéluding both need and greed--in the

commission of espionage:

'The KGB itself has provided a clue to the types of people
in whom it is particularly interested. It uses an English
word to remind its officers of the appeals they should use
in their recruiting efforts. The acronym is “MICE’--for
Money, Ideclogy, Compromise, and Ego. [Ref. 44:p. 8]

Money has become ah increasingly important factor in U.S.
espionage cases during the last quarter century. In
virtually all recent spy incidents, Soviet agents have
paid substantial sums to the Americans who purloined
information for them. More than anything else, they have
been business deals with, in some instances, the American’
making the original approach to the Soviets. Greed and
need have been the motivators. Nowadays officers and
agents of the KGB and GRU (Soviet military intelligence)
look for the government or ¢contractor employee with access
who is a compulsive gambler or has other serious money
management problems. The contractor whose firm is having
financial problems also interests them. They can be very
generous if the information potentially available is "hot"
enocugh. ([Ref. 44:p. 8]

Most of the Americans who were caucht spying between 1984
and 1986 had no ideological commitment to another foreign
country. They sold U.S. secrets for financial reasons..
[Ref. 5:p. 6] g

It is a sad fact that the preponderance of recent
espionage cases have hinged on the greed of Americans
willing to betray their country’s secrets [Ref. 5:p. 15].

As will be

Stanislav Levchenko, the highest-ranking KGB officer to defect

to the U.S., in predicting increased Soviet efforts to obtain
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U.S. intelligence, commented, "For the price of one tank...you
‘can recruit a dozeh people."” [Ref. 45:p. 71 Said William
Bell, who was convicted of espionage in 1981,

{Polish intelligence officer) Mr. Zacharski had found a

fool that needed money. I had a weak spot. He took
advantage of me. ' [Ref. 10:p.. 228]

In the case of James Harper, who was convicted of espionage -

in 1984,
It appeared that the Poles were not as interested in the
classified Defense documents from SCI as he had originally
thought, so, upon his return to California, he buried them
in an out-of-the-way location in' the San Joaquin River
delta near Stockton--just for safe-keeping in case a buyer
could later be found. [Ref. 10:p. 210]

'0Of 59 cases of espionage compiléd by the Department of
Defense Security Institute from the last 15 years, 41 of them
~-almost 70 percent--involved the successful or attempted
exchange of money. Thirty-one cases involved cleared US
citizens selling documents for money; 10 cases involved
foreign agents paying US undercover agents 'for documents.
[Ref. 46]

Evidence indicates that the trend toward."spying for
profit" will continue. Frank Nesbitt, fofmer Air Force and
Marine official, was indicted in 1989 for attempting to sell
classified information to the Soviets [Ref. 45:p. 1]. Charles
Schoof and John Haeger, both former Navy petty officers, were

convicted in 1990 of attempting to sell classified information

.+o the Soviets ([Ref. 47:p. 1].:' Clyde Conrad, former army

sergeant, was sentenced to life in prison for selling material
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to the Hungarian andlCzechoslovak secret services [Ref; 48:p.
1]. Roderick Ramsay, another former Army sergeant who worked
for Conrad, was indicted for selling secret NATO plans to the
Soviet Union [Ref. 48:p. 2].

While additional research is clearly needed to better
predict who might commit espionage, one researcher observed
‘that there are not enough cases of espionage from which to
draw stat;stically significant conclusions és to who will'6£
will not commit espionage [Ref. 49:p. 4]. Also, studies must
be planned'to include financial information. For exampie, the
author of one-study of backgréund investigation data adﬁitted
that one major limifation was the undersampling of financial
credit data ([Ref. 5o:p. 969]. While more studies are being
conducted, the Uslgovernment’s more immediate response to the
‘incréasing incidence of espiénage.is‘to increase access to the
financial records of employees applying for and currently
holding secﬁrity cleaiances.

3. Increased Access to Fimancial Information

As £he financial motives of spies became increasingly
" apparent, efforts were‘.initiéfed. to vinctease access to
financial information ddring the security clearance process
chrough several means; some of‘ which were discusséd
previously. (1) - There should be increased emphasis on
periodic .reinvestigations, since in ;récent espionage cases
(e.g., Chin, John Walker), the employees who engaged in

espionage were never subjects of reinvestigation." [Ref. 5:p.
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16] (2) Investigations for secret clearancés should be
expanded to include credit checks. (3) There is a need for
new legislation, such as the proposed Counterintelligence
Improvements Act of'1990, which wouid require that persons who
receive top sgcrét clearances permit the government access té
their financial records anytime during thé period the
clearance is held and for.five‘years thereafter [Ref. 7:pp. 2,

10].

The following quote represents a viewpoint held by

more and more persons concernlng the importance of financial

information in the clearance processu

The Committee [on Intelligence] believes strongly that
financial information deserves a more important focus in
background investigations. Background investigations and
reinvestigations are critically incomplete--and security
decisions based on. them are equally flawed--absent
essential financial information. Failure to consider such
information in security investigations is a serious
security flaw. [Ref 5:p.15]
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II1. BACKGROUND

This chapter examines the official directives and
guidelines governing ;he‘clearancé process and outlines the

major steps in the DISCR adjudication process.

A. OFFICIAL DIRECTIVES AND GUIDELINES

Each of the following documents is discussed in turn: (1)
. DOD Directive 5220.6, "Defense Industrial Personnel Security
Clearance Review Pfogram; [Ref. 1]; (2) DIS,20-1-M,»"Défense
Inveétigative Service .Manual, for Personnel - Security‘
Investigationé" [Ref..23]; and (3) Executive Order 10865,
”Safégugrding Classified Informétion Within Industry" [Ref.
.32]’  ‘ .
’1. DOD Directive 5220.6 ‘

While DOD Regulation 5200.2-R, "DOD Personnel Security
'Program" [Ref. 51}, is the basic personnel security regulation
for all DOD components, DOD Directive 5220.6 is the
implementing instruction for the adjudication of industrial
cleérancés at DISCR [Ref. 1]. Both list the main'categories,
~of criteria to be considered in'adjudicating‘caSes. These
categories are listed in Appendix D. It shouid be noted that
- a different letterr has been designated for each type of
criterion. A case containing derogatory information in a

certain criterion is labelled with the letter corresponding to
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that criterion. As previously noted, a case involvihg an
excessive amount of debt is labelled'with the letter."L." A
case may be labelled with as many letters as appiy, usually no
more than five or six in piactice. [Ref. l:pp. 5-7]

~The most current DOD Instruction 5220.6, dated 12
. August 1985, infroduced.three major changes in adjudication
procedure at DISCR. First, it revised the definition of
finéncial criterioﬁ "L" to deleté the phrase "repetitive
unexplained absences from places of emplqjment or official
duty." The current definition is "excessive indebtedness,
recurring financial difficulties, or unexplaiﬁed affluence."”
Consequently, cases involving unexplained absences from work -
or dutylwere pb lonéer adjudiéated under criterion "L" unless
financial indications were presgnt. [Reﬁ. 1]

Secohd, the instruction established new adjudication
policy which must be considered by adjudicators in détermining.
the degree of ' financial irresponsibility displayed byv
applicants. ihe new policy ié reproduced in Appendix,E.
Othe; criteria, such as drug or alcohol abuse, mental ;1lness,
and criminalrbehaviéf, have their own adjudication policy.
Some‘criteria, such aé "I for irréqunsibility, have ﬁo
corresponding adjﬁdicaﬁion’poliéyr ‘Hoﬁever, the directive
requires that the following general factors be considered in
all determinations:

1. The natufe and éefiousness of the conduct;

2. The circumstances surrounding the .conduct;

41




3. The frequency and recency of the cbn&uct;'
4. The age of the individual;

5. The motivation of the individual, or the extent to
which the conduct was negligent, willful, or ,
voluntary;

6. The absence or presence of positive evidenc: of
‘ rehabilitation; and

7. The probability that the conduct will or will not
continue or recur in the future. [Ref. l:p. 5]

Third, the new instruction altered the role of appeal .

boards in case adjudication. Prior to 12/August 1985, appeal
board determinations, whether‘ affirming or reversingl the
determinations of administrative judges, were final. Cases
were remanded (returned) to administrative judges 6nly when

appeal boards directed that additional testimony or evidence

be admitted into the record for consideration or further
investigation be conducted on the case. Under the new DOD

Directive, however, appeal boards may only affirm or remand,

but not reverse, the determinations of administrative judges.
In other words,‘if an appeal board disagrees with a given
determination, it must iemand the case to the administrative
jﬁdge for a "detérminatidn pursuant to remand." [Ref; 1:Encl
(1)] ‘

The main emphases in adjudication as outlined in ﬁhe

directive include the following: (1) Clearances may be granted

only when "clearly consistent with the national interest" to.

do so, ‘and (2) "each personnel determination must be a fair

-and impartial overall commonsense decision based upon a
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consideration of all available information, both favorable and
unfavorable." ' [Ref. 1l:p. 5]
2. DIS Manual 20-1-M

DIS 20-1~-M outlines the requirements and guidelines ﬁo
be followed by DIS in performing PSIs of applicants fér
elearances. Areas covered include (1) interview prdcedures;
(2) thresholds fér determiﬁing "issue"’cases, those cases
contaiﬁiﬁg enough derogatory information to require or warrant
' "expanded" investigafions; and (3) investigative requireﬁents,
the depth of which depends on the leével of clearance requested
[Ref. 23). For example, credit checks are fequired for top
secret, but not secret, access. Consequently, thevlikelihood'
of finding derogatory financial information is gfeater for top
sécret‘vice sécret clearance applicants. Thié point explains
why the level of clearance requestea is a variable in this
study. |

While the depth of investigations depends on the level
of access requested, it‘is interestingito note that cases are
not adjudicated on the basis of the lével of clearaﬁce _
requested. The final determin;tion of Case 0SD No.'83—134§,
issued 30 July 1984, concluded that neither the Appeal‘Boérd
‘nor the administrative judgés had the power fo issue so-called
"split" decisions, whereby an applicant was granted a security .
clearance‘at but not above a certain classification level.
Conéequently, cases adjudicated thereafter make no distinction

as to the level of classified information to which the
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applicant has access and simply grant the applicant a security
Elearance, fhe level of which is determingd by that requesteg
by the employeri |
3. Executive Order 108€5
_This execut;ve order, proﬁulgatgd by’ President
Eiséﬁhowerl in 1960 and reyised periodicélly 'thereafter,

requires duve process for industrial clearance applicants, to

include‘the following: (1) written reasoﬁs for denial, (2) a

chance to reply in writing to the reasons; (3} the right to a
ﬁeafing, (4) reasonable time to prepare fof the hearing, (5)
the right to bg represented by counsel, (6) an opportunity to
cross-examine witﬁéssés. and (7) written notiée‘of the final
decision [Ref, 323. As will be seen in the next section, the
,DISCR édjudicaticn p;bceés incorporates all these elements so

‘as to afford inaavtiiel applicants due process.

B. THE SECURITY C‘Z.EARANCE PROCESS .
Exhibit 1 shows the organizationél relationships among the
four main agencinrs--DIS, DISCO, DISCR; and PIC~-involved in

the DOD industrial security clearance process. Exhibit 2,

adapted from Appendix C in reference 31, shows the sequence of

major steps in the DOD iﬁdustrial_security clearance process,

higﬁlighting the DISCR adjudication procéss. Each step will"

be explained below.

- Step 1 - Request for Clearance. A company security officer

generally submits to DISCO, the agency in Columbus, OH,
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Secretary of
Defense (SECDEF)

I

1

Assistant
Secretary of
Defense (C3%I)

|

General Counsel
for the

Department of

Defense (GC,DOD)

1

Defense Legal
Services Agency
(DLSA)

l

NDirectorate for
Industrial
Security
Clearance
Review (DISCR)

i
Defense
Investigative
Service (DIS)
|
{ 1
Personnel Defense
Investi~ Industrial
gations Security
Center Clearance
(PIC) Office
: (DISCO)
Exhibit 1.

.Organizational Chart for DOD Agencies Involved
in the Industrial Security Clearance Process
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. COMPLETED PSI

T ‘ NE ] INVEST;GATION-
COMPANY REQTMEST FOR )
SECURITY , ——> DISCO -t PIC k—3 DIS
OF¥ICER INVESIIGATION ‘ C ‘

. \L/

LETTER OF CONSENT |, YES PsSI NO i
R TOTALLY - DISCR
CLLEARANCE GRANTED CLEAN? ’ J

T /

YES

DECISION | EVALUATE CASE
FAVORABLE? ,

NO '
NOTIFY RESPONDS |NO CLEARANCE UNFAVORABLE
APPLICANT ~ - IN .DENIED/

(SEND SOR) 20 DAYS? REVOKED
YES | NO
DISCR APPEALS YES| DISCR
HEARING DECISION? REVIEW'*—
g \ I P '\\
APPEAL 4 , Z] , :
BY YES. | DECISION |NQ| NOTIFY
DEPT 2 ‘ > . K- -
COUNSEL? FAVORABLE? APPLICANT (see
note
NO YES below)
LETTER OF CONSENT FAVORABLE

CLEARANCE GRANTED

(Note: Applicant may appeal an
. unfavorable decision resulting -
from appeal by department counsel)

Exhibit 2.

DOD Industrial Security Clearance Process
(adapted from Appendix C in Reference 31)
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"responsible for processing and issuing all industrial security
clearanceé, a request for investigu!ion on behalf of an
employee needing a clearance. Incluced is the personnel
security questionnaire (PSQ), which is filled out by the
employee and covers' such aréas as ,present and former
residences and placés of 'employment, educatibn, and credit
references. .Thé level of clearance requested is also noted on
the réqugst for investigation, thereby .detergining, as
explained earlier, the depth of investigation performed.

Step 2 - PIC Initiates the Invesfigationu DISCO will
forward the PSQ to PIC in Baltimore, MD, yhich will thén
initiate a PSI, investigating the applicant’s backgrouna in
accordance with the level of clearance requested. "Scoping”
is the term used at éIC to refer to asséssing the level of
investigative effort required. Through ‘scoping, case
controllers identify "issue" cases, those cases exceeding
established thresholds or containing enough derogatory.
information, in the case contrcller’s judgment, to warrént
fhrther investigation. ‘ |

Step 2A <~ DIS Conducts the Investigétiob. | The
investigatibélleads and requirements are submitted tc Special .
Agehfs in the,field.l In addition, a National Agency Ciieck is
conducted by PIC personnel.

- Step 3 - Nature of Investigative Results.  Ii. the
investigative results are favérabie, then DISCO will'issue a

letter of consent (LOC) approving the .issuance of the
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clearance. If the investigative results are unfavorable, then

the case is forwarded to DISCR for adjudication.

Step 4 - DISCR Evaluztes Questionable Cases. First,
adjudicators called personnel security specialists at one of
DISCR’s two personnel éecurity divisions (PSD) in Columbus,
"OH, willlexamine the case. If they grant the clearance, they
will notify DISCO to issue tﬁe clearance. If they cannot
grant the clearance, then the case is forwarded tq.personnel
security specialisté at DISCR’s PSD in Arliﬁgton, VA. If tﬁe
clearance still cannot be grantéd,'then a statement of reasons
(SOR) explaining why the clearance cannot.‘be granted is
forwarded to the applicant. |

Sfep 5 - Applicant Respbnse to SOR. an appliéant th'is
denied a clearance and wishes to cbniest it must submit within
20 days of redeipt of the SOR a writtgn answer under oath
(notarized) admit;ing'or dénying each allegation in the SQR;
If no response is recei§ed within 20 days of issuance of the
SOR, then the decision to revoke or deny the clearance is
fiﬁal. 1f a response is recéived'within 20 days,.then ano£her
ltype of DISCR adjudicator, called an administrative judge,
will ruie on the case. | |

Step 6 - Administrative Judge Convenes a Hearing. Thé
.applicant may request to appear ét a hearing, with or without
an attorney or personal representative. Thé applicant may

also cross-examine witnesses. Alternatively, the applicant

may .waive the hearing and request that the administrative
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judge issue an "administrative determination.” In either

case, "department counsel," or staff attor.eys at DISCR,
represent DOD. A The administrative judge’s decision, whether
favorable or unfavorable, is final"’ lf not appealed by either
party. 0therw1se, the case is reViewed again.

Step 7 - Response to Administrative Judge's Determination.
The applicant or department counsel may file a notice to
appeal ‘the case -within 20 days from issuance of the
administrative judge’s determination (the actual appeal itself
may be submitted within 60 days from issuance of the
determination)., Either party appealing must state 'in writing
the, issues in question. No new evidence er testimony is
considered on appeal. If the appeal board--a panel of DISCR
staff'attorneys designated to rule in cases that are'appealed
-~affirms the administrative judge’s decision, then the
determination,. whether('faVorable or unfavorable to the
applicant, is final. 1If the appeal board disagrees with the

administrative judge‘s decision--due to either error in

procedure or the "arbitrary or capricious" nature of the

ruling--then it must "remand” (return)} the case to the
administrative ﬁudge for review. The administrative judge
will either affitm or reverse his or her initial decision. 1If
an initially favorable decision is revetsed by the
administrative judge unfaQorably for the applicant upon appeal

by government counsel, then the applicant may appeal it (see
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dotted line in Exhibit 2). A given case may be appealed or

remanded several times before a final determination is made.
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A. DATA SOURCE

IV. METHODOLOGY

v

Eleven '"Index to Cases" volumes, listing ali cases”
adjudicated by DISCR administrative judges from 4 July 1967
thrpugh 31 December 1989, wérevobtained from DISCR. ' The
indexes include the following information for each case: (1)
an identifying case number, (2) letters of criteria or issues
involved in the case (e.qg., "i" for financial, "M" for alcohol
abuse),_ (3) the date of determination, and (4) a brief

synopsis of the case. A list was compiled of all cases in the

eleven volumes encoded with an "L for "excessive

‘indebtedness, recurring financial difficulties, or unexplained

affluence," [Ref. l:p. 7] whether or ﬁot other issues were
indicated. There were a total of 368 such cases involving:
finanéial‘isgues. It should be noted, however, that many éf
the 368 cases on the list’also involved nonfinancial issues.
The redacted versions of the 368 case summaries were then

retrieved and photocopied at DISCR in Arlington, VA. Table I

shows the breékdown of the 368ifinancial cases by volume and

year under the heéding "All Financial."

| To help isolate financial criteria used in adjudicating.
the cases, cases'involving nonfinancial issues were excluded
from this study. One exception involved the criﬁerion "I" for

"poor judgment, unreliability or untrustworthiness."
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TABLE I

BREAKDOWN OF FINANCIAL CASES BY INDEX VOLUME AND YEAR

Type of Financial Case

. Index ' All all

Volume Year " Financial L, LI
1 1967 - 1975 61 33
II 1976 - 1982 25 . 16
1 1983 - 1984 29 22
v 1985 1u 8
v 1986 .1 3
| vI - 1986 24 13
f VII ' 1987 2 0
| VIII 1987 29 17
IX 1988 : 0 0
X 1989 94. " 39
XI 1989 79 26
Totals ,-‘ | ~‘368 177

52

L, LI Chosen
for Study

13
17

39.
26
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[Ref. l:p. 6] Since moét'adjudicatqrs considered the presence
of financial difficulty indicative of unreliability or
untrustworthiness, nearly all financial cases were encoded "I"
in addition to "L." Consequently, to obtain a meaningful
population size, cases encoded "LI" were included for étudy'
along with "L" cases. Of the 368 financial cases, 177 were
encoded "L" or "LI." Table I shows the distribution of these ‘
177 cases by volume and year under the heading "All L, LI."
One final restriction was imposed to obtain the group of
financial cases ultimately examined in this study. Due to
major changes in gdjudicative policy and procgdhre introduced
bvaOD Directive 5220.6 dated 12 Auéust 1985 [Ref. 1], only
those "L" and “LI" cases adjﬁdicated under the new directive
were used. In other erds, only those 95 cases encodedb"L" or .
LIf in DISCR "Index to Cases"” volumeé‘VI, VIII, X, and XI--
Adjudicated in 1986, 1987, 1988, and 1989 respectively-fwere
éhosen for study. Aside from producing a manageable
. population size, several advantages .résulted from the
foregoing restriction. iirst,‘price level adjustmeﬁts were
considered unnecessafy, due to the recency of the cases. (The
total increase in the Consumer Price Index-Urban from 1985
‘through 1989 was 14.5 percent.) {Ref. 52:p. 1] Second,
complications pfesenﬁed By cases involving “"split" decisions
were avoided. For mosf cases adjudicatéd prior to 1985,
clearanées were granted by classification level (e.g;,.

confidential, secret). In contrast, for cases adjudicated
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after 1984, the classification levellof the clearance was that
‘requested by the employer. Conséquently,l all 95 cases
included for study were‘adjudicated under the same guidelines,
thereby enhancing case comparability. |

Table I shows the distribution of the 95 financial cases
chosen: for study by volﬁme and year. Cases which comménced
| adjudicaticn during 1988 or 1989 and for which final
déterminations were available iﬁ 1990 were included for sfudy.
Three cases had to be excluded because their adjudications
were still in progress and  final determinations were
unavailabie. ‘The final group of 92 cases studied comprised 97
percent of the 95 cases in fhe populatibn chosen for study, 52
percent of the 177 "L" and "LI" cases a&judicated betweenv1967
and 1989, and 25 percent of all financial cases adjudicated
between 1967 and 1999, including those also involving
‘nonfinancial issues. Obviousiy, the 92 cases chosen for study
are a major percentage 6f, and should therefore‘prOVi&e useful
insight into, all financial cases.

Finally, in order to obtain some meaéuremept of index
accuraéy of coded criteria, a qomﬁhter—generated random sample -
of cases was optained equal:to.about 4 percent of the cases in
each of the above volumes. The,redacfed versions of these
random case summaries were retrieved and photocopied at DISCR

in Arlington, VA.
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"B. DATA ELEMENTS

As previously noted, the purpose of this study is to
determine empirically which financial factors are related to
adjudicative outcome. ' Consequently, the approach was to
analyze all of the financial data reported in the case
summaries. This approach resulted in the following.ten major
~ financial data elements and their subelements:
1.  Indebtedness |

a. Length of time outstanding

b. Degree of applicant control over indebtedness
c. Total number of debts

d. Total dollar amount of debts

2. Insufficient Funds (NSF) Checks

a. Recency of occurrence
b. Total number of NSF checks
c. Total amount of NSF checks

3. Bankruptcy

a. Recency of occurrence

b. - Number of personal vice business bankruptcies

c. Number of personal reorganizations (chapter 13 of
the federal bankruptcy code) vice personal
discharge of debt (chapter 7 of the federal
bankruptcy code) bankruptcies

d. Total number of kankruptcies

e. Degree of applicant control over bankruptcies

f. Number of debts incurred since last bankruptcy

g. Amount of debt incurred since last bankruptcy

4. Judgments, Repossessions and Liens

a. Number of repossessions

'b. Number of foreclosures’

c. Number of judgments

d. Number of liens

e. Number of garnishments

f. Total number of the items in- 4(a) through 4(e)
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5. Financial Frauds

a. Total numbér of frauds (i.e., forged checks,
' welfare frauds, embezzlement)

6. Apélicant attitude/intent to pay

a. Attitude dlsplayed by applicant in person, or
indicated in'writing, towards his or her debt and
stated lntent to pay

7. Aépllcant payment efforts

a. Applicant began to pay debts only after receipt
of SOR
b. Evidence of rehabilitation,. such as contactlng
creditors, settlng up and adhering to payment
‘ plans
c. Adherence to chapter 13 bankruptcy payment plan

8. Applicant 1ncome/expenses

- a. Relatlonshlp of monthly expenses to monthly
. income (equal, less, greater)

b. Dollar amount of difference between monthly
expenses and monthly income .

9. Tax Filings‘

a. Number of federal tax non-fllings (i.e., failure
to file federal tax returns)

b. Number of state tax non-filings (1.e., failure to
file state tax returns)

c. Total number of federal and state tax non-filings

10. Type Debt
a. Percent of total amount of debt due to each of
- the following eight areas: consumer, housing,
education, medical, utility, business, child
support/alimony, tax
‘b. Percent of total number of debts due to each of
- the elght areas in 10(a)
. In addition to the aforementioned financialuitems, the
following elements were included for analysis for the reasons

cited next to each:
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1. ' Applicant age: Immaturity due to youthful age was
sometimes a mitigating factor.

2. Administrative Every person has his or her own
judge: attitudes and perceptions
(Admlnlstratlvejudgesarekeptanonymous
in this study, however.)

3. Access level: Credit checks are routinely done for
top secret, but not confidential or
secret clearance applicants;
consequently, the probability of
finding derogatory financial’
information is greater for ‘top secret -
applicants.

4. Stability: Emplcyment and character stability,

: ' ‘evidenced by length of employment and
letters of reference, are used by
administrative judges to help determine
general reliability and predict future
stability in financial matters.

5. Legal counsel: An applicant who retains an attorney
may be better able to present his or
her case for a favorable ruling.

6. Case outcome: The final outcome is needed to
determine the effects of all the
.foregoing items on adjudicative
decisions.

All the foregoing items were identified 'and assignéd
computer spaces and code names in a computer codebook,
shown in Appendix A. All other items in the codebook were
included for informational purposes to help determine the
profile of the average applicant denied a clearance for
flnanCLal reasons. Note that the financial adjudicative
pollcy factors (listed in Appendix E) cited in each case by
the administrative Judge in reachlng his or her determination

were also encoded. The purpose for this was to link the
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‘financial items and thresholds with the policy factors

considered relevant.
C. ' DATA COLLECTION : : '

The data elements identified above were encoded from each

case onto data input sheets, an example of which is shown in

Apperidix ‘F. The data were then stored on disk on an IBM

mainframe for later analysis., Most data elements were easily

found due to their,numerical nature. In some cases, hoWevér;
the data were either not ;ncluded or deleted along with other
identifying information when the cases were fedacted.
Obviously, such iniormation could not be entered info the
database. .

The SOR, which stéfes the reasons for denial of clearénce
and is attached to or incoiporated within each case suﬁmaiy,
contained moét of the perﬁinent - financial ihformation,
including types, amounts, and recency of delinquent debts and
bankruptcies. The body of the‘summary; however, sometimeé
noted revisions (i.e., amendmenfs, deletions; or adjustmenté)
to the 'SOR. Exaﬁples of revisions include the deietion of a
debt not acthally owed by the applicaﬁt,: a co;recting
adjusfment-fgither higher or lower--of a given debt amount,
and an‘amendmént to the SOR to include anothér delinquent debt
owed by the épplicant. Figures entered into the database
reflect such révisions{

Reductiéns in an appiiéant’s‘ accouﬁt balances due  to

payments made between the date of SOR issuance and the hearing
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date were, however, not incorporated into the figures entered
in the database. Such considerations as progress in making

payments and whether payments were made incident to issuance

of the SOR are data elements entered elsewhere in the

database. The goal was to reflect in ;he database figures as
nearly as possible the originai financial situation causing
dehial of clearance as outlined in the soé, adjusted for dny
'errors or amendments thereto. Most SOR adjustments were
minor. The date of SOR issuance was used to calculate periods
of time, such as how long debts were outstanding and duration
of employment.: | |

While most financial information contained in the case
summaries tended to be objecfive and numerical in nature,
other types of information considered by the administrative
judge in adjudicating the case were more subjective and tended
to reflect the judgment of the administrative judge. Exémples
'include whether or not mitigating circumstances were involved
in the incurrence of debt; whether or not the applicant
displayed an intent to honor his or her financial obligations;
and whether or hot tﬁe applicant made significént‘efforts to

. contact creditors and set up paYment plans. Both objective

and subjective types of information were extracted from the

case summaries to the extent possible.
With regard to the random sample, a two step apprcaci was
used to obtain the data needed to estimate index accuracy.

First, the criteria (e.g., "L," "I," "N") assigned to each
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selected case in the corresponding index were recorded.
Second, the criteria actually addressed in each of these cases

were recorded. Data analysis is discussed next.

‘D. METHODS bl" DATA ANAI;YSIS
l. Random Sample

To assess the éccuracy oflthe index case criteria-
coding, each randoﬁly selected Case was examined to determine
whether its code in the index accurately reflected issues
involved in the case. Any discrepanéies between the two were
noted. A case was cénsidered to be coded incorrectly in tﬁe
index if too many, too few, or incorrect criteria were listed.

2. Financial Cases ' . » |

This thesis was primérily'cdnducted to identify those
financial factors and thresholds thereof that bes;.distinguish
between applicants who are granted and those who are denied
clearances. Frequeﬁcy distribufions, t-tests, and measures of
associafion were all uséd'to idéntify those finanqial factors
most significant in determining adjudicative outcome and to
determine their degree of statistical significance.

Frequency distributions were used to highlight those
factors most likely to distinguish between clearance approvals
and deﬁials. For example, failure to contact creditors or
establish payment plans was involved in most cases in'which
clearance was denied but cccurred in few‘cases ih which
clearance was granted. Consequently, the factor "systematic
efforts to satisfy creditors" was further investigated to
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determine more precisely its degree of signific&nce As aé
adjudicative factor.

T~tes£s were used to test hypotheses for numerical
“factors. For example, the mean dollar amount of total
delinguent debt waé computed for the follpwing two gfoﬁps:l
(1) cases in which clearance was denied and (2) cases.in which -
clearance was  granted. A t-test was then ‘performed to
determine whether the difference between the two means was .
significant enough to conclude that the dollar amount of total
delinquent debt was a major adjudicative factor in determining
case outcome, as opposed to have simply occurred by chance as
a result of the sample selected; T-tests were used for the
following three types of data: tl) ordinal (i.e., ranked
data), (2) interval (i.e., equally stepped data Ssuch as
temperature where each degree is an equal measure), and {3)
ratio (i.e., interval level data with an aﬁsolﬁte zero
starting point such és age).

ﬁeasureé of association were used to determine the
degree of correlation between each financial factor arnd case
outcome. The highér the measure of associatior, the greater
fthe likelihood that the particular financial factor influenced
'case outcome. Measures of associ;tion‘used in this study
included phi (for 2 x 2 tables), Cramer’s V and contingency
coefficient (for tables larger than 2 x 2), lambda (for
nominal level data), and biserial r (for data of a continuoﬁé

nature--ordinal, interval, or ratio).

61




V. RESULTS AND ANALYSIS

This chapter presents the results of analyzing both (1)
the random sample and (2) the financial cases chosen for

)

study.

A. RANDOM SAMPLE
The random sample was obtained in order to determine the

degree of index‘accuracy. A high degree of 56cura¢y would

'indicate that the indexes were reliable in providing the

desired population of financial cases. Table II shows the

‘number of errors and error rate for cases involving all types

of criteria in the random sample by‘volume and year. Table
II1 shows the number of errors and error rate for only
financial cases in the random sample by volume and year.

' Several obser&ations may be made concerning the statistics
presented in the tagles.' First, note in TaSle II the downward
trend in the coding error rate for all‘cases in the random
sample, from a high of.over 30 pefcent in 1986 to.less than

three percent in 1989. Such a rapid improvement in coding

‘accuracy is, indeed, impressive! Second, while Table III

shows' a low overall coding error rate (less than three

percent) for all finaacial cases in the random sample, note

the exceptionally low overall coding error rate of less than

cne percent for cases involving only'criteribn "L" or both "L"

and "I" (listed under the headiﬁg "L, LI ErrorlRate");-
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TABLE II

INDEX CODING ERRORS (ALL TYPES) FOR RANDOM SAMPLE

Volume Year
vl 1986
VIII 1987
X 1988
X1 ' 1989

Totals

INDEX CODING ERRORS (ONLY FINANCIAL) FOR

Number Number

. of Cases of Errors

23
36
14

2
4
0
1
12

TABLE III

Number ' Number . Number
of
Random Financial L, LI

Volume: Year Cases

Vi 1986
VIII 1987 -
) S 1988 .
XI 1989
Totals

23
36
14

=
(@] w
(Vo) N

. of all of only

Errors ,l Errors
2 0
1-’ 1
0 ' 0
0
3 1
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Error Rate

30.4%
11.1
0.0 -
2.8

11.0%

=

RANDOM SAMPLE

Finan
cial
Error
Rate
8.7%
2.8

0.0



This latter finding is significant because only "L" and "LI"

cases were chosen for study in this thesis. Such a low coding
errér rate provides high assurance that (l)lthe indexes were
reliable in providing the desired "L" and "LI" cases and (2)
the results of this study may be takén to fairly represent the

chosen "L" and' "LI" financial case population.

B. FINANCIAL CASES
" This section presents the results of analyzing the "L" and
"LI" financial cases chosen for study in two subsections: (1)
ﬁéjor_ financial factors and (2) significant financial
lthresholds.' .' |
| 1. Major Financial Factors
Tenlfinancial factors correlated very highly with‘case
outcome. These factors are listed in Table IV by their
abbreviated codebook names; along.with their full names and
brief descriptions of tﬁeir meanings. Table V shows only a
representative sample of the high correlation values these
factors produced, since each factor scored very high on every
measure of associaﬁioﬁ‘ﬁéed in this study. The low p-values,
Imostiy below .001, provide a"fufther in@icétion that ‘the
factors are, indeed, correlafed with c;se outcome. As noted
at the bottom of Téble Vv, a factor with an absolute.

correlation value between .35 and .65, which applies to most

factors in the table, has limited ability to predict . =e
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.TABLE IV

TEN FINANCIAL FACTORS MOST HIGHLY CORRELATED WITH CASE OUTCOME

Short Name:

FACTS1

FACTS?2

FACTS3

FACTA7?

TOTFACTS

TOTFACTA

REHAB
REFS
CONDET

WHYDET

Long Name

Adjudication policy
factor 1 supporting
granting of clearance

Adjudication policy '
factor 2 supporting

Adjudication policy
factor 3 supporting
granting of clearance

Adjudication policy
factor 7 against

granting of clearance

Total factors
supporting clearance

Total factors
against clearance

Rehabilitation of
applicant

Letters of reference
and character
witnesses

_Applicant control

over. indebtedness

Mitigating cause
for debt,
if applicable
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Brief Description

Applicant made

. systematic efforts

to satisfy creditors

Applicant showed

- favorable change in
granting of clearance

financial habits

Applicant had stable
employment record and
favorable references

Applicant indifferent

to finmancial
obligations

Total number of
adjudication policy

-factors (up to five)
. supporting clearance

cited by administrative
judge

Total number of
adjudication policy
factors (up to eight)
against clearance

cited by administzative
judge

Applicant did or did not
contact creditors and
adhere to payment plans

Applicant did or did not
produce proof of his or
her character '

Cause of indebtedness

‘was or was not within

control of applicant

Debt caused by
illness, divorce,
unemployment, etc.




TABLE V

CORRELATION VALUES FOR THE TEN MAJOR FINANCIAL FACTORS

Financial Biserial!s® Cramer’s V?-3 Lambda?-?
Factor (p-value) . (p-value) '
FACTS1 © 43271 . So.327 ' 43095
(.001) (.002)
FACTS2 .5813 ~ .5813 . .5714
(.000) ~(.000)
FACTS3 L4441 ' .4441 .4285
(.000) (.000)
FACTA7 -.4029 . .4029 . .3809
(.000) (-000) .
TOTFACTS .4528 .5716 . ~ .5116
: ' (.000) (.000) . .
~ TOTFACTA . -.4167 .4400 .3255
(.000) (.006) :
' REHAB . .4846 .4845 ' .3414
(.000) ~.(.000)
REFS .6086 .6085 ~ .5000
(.000) (.000) ,
CONDET .5519 .5519 .5238
(.000) (.000)
WHYDET .4952 .5619 .5000
(.000) (.001)

! value is between 0 and 1 if financial factor is positively
related to case outcome (presence of factor influences
approval of clearance) or between 0 and -1 if negatively
related (presence of factor influences denial of clearance).

? Value ranges from 0 to 1. A large value indicates a high
degree, but not the type (positive or negative), of
association. '

? Absolute values between approximately .35 and .65 indicate
factor has limited predictive value used singly, but can yield
useful predictive value when combined with other factors of
similar or higher value [Ref. 54:p. 624].

66




outcome by itself, but can be vory predictive when combined
with other factors of similar or higher value [Ref. 54:p.
624]. The adjudiqation policy‘factoré referred to in both
Tables IV and V, and outlined in their entirety in Appendix E
'of this thesis, are those which must be considered by
" adjudicztors in determining 'thg applicant’s degree of

financial responsibility [Ref l:p.'7].

As a matter of comparison, the next 'six financial

‘factors most highly correlated with,éase outcome had absolute
correlation values mosfly between .20 and .35, and‘p-valhes
above .02. . Correlations at this level aré considered of
‘limited'value in many' practical prediction‘situations'[Ref;
54:p.‘624].v The remaining 37 factors had correlation valués
mainly below .20 asd p-values above .06. Correlations at this
1evei are coﬁsidered by some to be of very limited or ro value
in most prediction settings [Ref. S4£p. 624].

A cross correlation matrix depicting the extent to
which the variables presented in Table V are intercOrreiated
with each other is presented in Table VI. The total numbef of
factérs suppérting granting a clearance (TOTFACTS) was highly
correlated Qith adjudication policy factors 1, 2, and 3
supporting granting a clearance kFACTSl, FACTSZ, AND FACTS3,
respectively). The adjudication factor reflecting that‘the
applicaﬁt had ‘a stable employment record and févorable
references (FACTS3) was highly correlated with the variable

indicating whether or not the applicant produced proof of his
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TABLE VI

CROSS CORRELATION MATRIX*

FACTS2 FACTS3  FACTA7 TOTFACTS TOTFACTA

 FACTS1 .4233 .1964 -.2531 .6497 -.2698
n=86 n=86 n=86 n=86 n=86
P=,000 P=.035 . P=.009 P=.000 ‘P=.006
FACTS2 .3429 -.1985 .7110 -.1941
' =86 n=86 n=86 . n=86
. P=.001 =.033 P=.000 P=.037
FACTS3 , ' -.0782 .6802 .0403
n=86 n=86 n=86
~ P=.237 P=.000 " p=.356 .
FACTA7 . ' : -.2620 .6103
: . n=86 . n=86
P=.007 P=.000
TOTFACTS , . , ' .0534
n=92
=,307
TOTFACTA
REHAB
REFS

CONDET

* coefficient/number of cases/l-tailed'significahce level
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FACTS1
FAC*SZ
FACTS3
FACTA7
TOTFACTS
TOTFACTA
‘REHAB
REFS

CONDET

* coefficient/number of cases/l-tailed significaﬁce

REHAB

.2940
n=84
2=.003

.2189'

n=84
P=.023

.1994
n=84
P=.034

-.3876
n=84
P=,.000

.2885
n=90
P=,003

-.3192
n=90
P=.001

-continued TABLE VI
CROSS CORRELATION MATRIX*

REFS

.0000
n=32
P=.500

.3228

n=84
P=.036

.7091
n=32

P=.000

-.1273
n=32
P=.244

.3038
- n=34
=.040

-.1450
n=34
P=.207

.4464

n=34
=,004
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CONDET

.1742
n=81
P=.060

.2897
n=81
P=,004

.3686

n=81
P=,000

n=81
P=.006

4213
n=87
P=.000

-.2809
n=87

P=.,004

.2979
n=86
P=.003

.3228
n=32
P=,036

level




or her charactef (REFS). 1In addition,.the variable reflecting
whether or not the cause of the applicent's indebtedness was
'within that person’s control (CONDET) was highly correlated
with the cause of the applicani's indebtedness (WHYDET).
Given the overlapping _neture , of .these .variables;v the
aforement;oned’high correlations' are net surprising.
| Table VII summarizes the type of relationship that
‘exists between each of the ten major financial factors andv
case outcome. Also included are amplifying comments which use
percentages to quantify each relationship. The actual
relationships reflect those which would be intuitively
expected.v | |

In order to further highligﬁt the main financiai
influences on ease adjudication, Table VIII shows how the ten
major factors were grouped into the following four main
categories: (1) effert (applicant attitude toward,’and efforts
made to resolve, his or hef debt), (2) ceuse (degree to which
the cause of debt was within the control of the applicant),
(3) general (nnmber of general edjudication policy factors
épplied‘to the cese by the administfative judge), and (4)
stability‘ (e?idence of a stable empléYment'nrecord end
favorable cheracter referenees). Note in Table VIII that
financial factor FACTA7 (indifference of applicant toward his. -
or her debt) was grouped into Category 1 (effort in resolving
- . debt), because applicants who are indifferent toﬁard their

debt are unlikely to take steps to resolve it. 1In other

70




TABLE VII

RELATIONSHIPS BETWEEN'TEN FINANCIAL FACTORS AND'CASE‘dUTCOME

Factor

FACTS1

" FACTS?2

FACTS3

FACTA7

TOTFACTS

TOTFACTA

REHAB

'REFS

CONDET

WHYDET

Relationship with Case Outome

Clearance approval more likely
if applicant made systematic
efforts to satisfy creditors.

Clearance approval more likely
if applicant showed favorable
change in financial habits.

Clearance approval more likely
if applicant had stable
emponment/favorable'references.

Clearance denial more likely
if applicant was indifferent
to financial obligations.

Clearance approval more likely
as total number of policy
factors supporting clearance
applicable to case increased
(maximum value TOTFACTS = 5).

Clearance denial more likely
as total number of policy
factors against clearance
applicable to case increased
(maximum value TOTFACTA = 8).

Clearance approval more likely
if applicant contacted creditors
and adhered to payment plans.

Clearance approval more likely
if applicant produced reference
letters or character witnesses.

Clearance approval more likely
if indebtedness due to factors

‘beyond applicant’s control.

Clearance approval more likely
for certain types of mitigating
circumstances than for others.
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Almost 70% who

" made efforts

were approved.

Almost 80% who
showved change
were approved.

70% with stable
employment/good
refs apprqved.

75% of indifferent
applicants were
denied.

80% approved if
TOTFACTS = 3;
75% denied if
TOTFACTS = 2.

90% denied if
TOTFACTA = 5;
73% approved if
TOTFACTA = 2.

92% of rehabili-
tated applicants

.approved.

Almost 70% who
had references
were approved.

Almost 85% with
debt beyond their
control approved.

Clearance approved
in all six cases
involving business
failure.




Category
1. Effort

2. Cause

Category(
Description

Efforts made
by applicant
to resolve

‘debt.

Degree to
which cause
of debt
was within
control of

applicant.

3. General_

4. Stability

General

‘adjudication

policy
factors
applied to
case by
admlnlstratl
judge

Evidence of
a stable
employment
record and
favorable
character
references.

TABLE VIII
GROUPING OF TEN FINANCIAL FACTORS INTO FOUR MAJOR CATEGORIES

Financial Factor

1.

2.

ve

1.

FACTS1 (systematic efforts
to satisfy creditors)

'FACTS2 (favorable change in
financial habits)

FACTA7 (indifference of :
applicant toward his

‘or her debt)
REHAB (contacted creditors/
adheéred to pay plans)
CONDET (control applicznt had

over 1ndebtedne 'S)

WHYDET (mltlgatlng cause for
- debt, if applicable)

. TOTFACTS (total number of

factors supporting
clearance)

TOTFACTA (total number of
factors against
clearance)

FACTS3 (stable employment
record and favorable
references)

REFS (applicant produced

letters of reference

or character
witnesses)
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‘words, an applicant may seem concerned about his or her debt,

but still not do anything about it.

The outstanding feature one.observes in examining the
ten major financial factors and four main categories in Table
VIII is their non-numerical '‘nature. In other words, no
factors involve Bnly numerical financial data, such as numbér
6r'dollar amount of debts, numbe; of bankrupfcies, and the

like. The two factors, TOTFACTA and TOTFACTS, in Cétegory 3

involve such numerical financial data only to the extent their

consideration by administrative judges is required by the
financial adjudication policy outlined in reference i and
Appendix E; Specific policy factors involving numerical
financial data were notvhighlylcorrelated with case outcome
and so were not individually represented in the list of top
ten financial factors or their four major categories. An
example of such‘a factor was FACTAS, "unfavérable judgménts,
liens, or repossessions."” IAs will G©e seen 'ih lthe next
section, however, some important numericallthresholds were
observed which helped to distinguish batween c¢ases in which

clearance was approved and denied.

2. Significant Financial Threshol is
As previously mentioned, none of. the major factors

highly correlated with case outcome were numerical in nature.’

. There were, however, several significant financial thresholds

observed in this study. First, all six appiicants with 13 or
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more delinquent debts weré denied clearances. The six

applicants--of whom two had 14 debts, three had 21 debté, and
one had 25 debts—;represented 14 percent of the 43 applicants
denied clearances and almost seven percent of all 92
applicants. Note that it does not apply in the revefse thatv
all applicants with less than 13 debts were approved for
clearance.

Second, nine out of ten applicants with less than
$1879 of debt were grahted clearances. The nine applicgnts
represented overv18 percen§ of the 49 applicants granted
clearances and almost ten pércent of all 92 aéplicants. In
other words, almost no applicantlwith less than $18f9 of debt
was denied a clearance.  The only exception was one'apglicant
‘denied a clearance wi.o had no debt, but four bankruptcies.
The High number of bankruptcieé, all of which were personal,
was most likély contfolling in the decision due to its éxt;eme
nature, sihce no othér applicant ih the entire group of 92 had
more than two bankruptcies.

. Third, the two applicants with phly business
bankruptcies were both apérovea for clearance. One applicant
.had one business bankrupté&; the other had two. Of course,
the small number of applicants invoived makes. it hard to
generalize. However, this finding, when considered with thel
finding in Table VII that clearance was approved in all six
cases involving business failure as a mitigating circumstance,

suggests that debt and bankruptcy, when due to business
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failure, are weighed less heavily against the applicaﬁt by
administrative judges when adjudicating cases. 4
Finally, the rather striking homogeneity or the two
'groups of applicants (those granted‘clearances in one group
and those denied clearances in the other) in terms of age and
sex is worthy of note. The avarage ages of applicants who
were approved for clearance and those who were denied were
138.6 And 38.5 years, reépectively. The percentages of men who
were approved fér clearance and those who were denied were
75.5 and 74.4, réspectively. The percentages of women who
were approved for clearance and those who werg_denied were
24.5 and 25.6, respectively. Obviously, an applicant’s age

and sex had little influence on case outcome. .
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VI. SUMMARY

This chapter presents answers to the research questions,
conclusions of the study, recommendations, and areas for

further research.

A. ANSWERS TO RESEARCH QUESTIONS

This section will provide aaswers 'to the research
'.questions posed by this thesis in chapter 1. The depth and
extent of answers will necessarily be limited by the results
obtained from the study. Each question will bé restated and:
then answered.

1. What financial criteria are used by DISCR in granting
or’denying secﬁrify'clearahces to industrial applicants? This
study idéntifiea ten major fipancial factors most highly
correlated with case outcome. The facfors were then gfduped
into four main categories. The four categories, with the:
factors in each indicated in parentheses, are as follows: (1)
efforts by the applicant to resolve his or her débt‘(evidenced
by systematic efforts to satisfy creditors, a favorable change
in financial habits, the attitude of the applicant foward his
or her debt, and contacting creditors and adhering to payment
plans), (2)'degree of control over the cause of debt by the
applicant (evidenced by whether the debt was caused by factors

within the applicant’s control and presence of any mitigating
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cifcumstances), (3) number of applicable adjudication policy

factors applied to the dase by the administrative judge
(evidenced by total number of factors supporting clearance and
total number éf factors against clearanpe), and (4) employment
and character stability (evidenced by a stable employment
record and favorable‘cﬁaracter references).

2. Do fhe actual facpors used differ from fhose outlined
in DOD Directive 5220.6 [Ref. 1 and Appendix E]? If yes, how?
Do the results of this stﬁdy suggest the revision of current
adjudicative practice to conform to the guidelines or revision
.of the guidelines themseives? This study indicates that
administrative judges apply all of the policy factors outlined .
in DOD Directive 5220.6 in adjudication. - For example, as
shown in Table‘ IX, each of the ten financial factors
identified in this stﬁdy as most highly correlated with case
outcome is represented by an identical or similar policy
factor in DOD Directive 5220.6. The existence of such a one-
to-one correspondence is not sﬁrprising, since many of tﬁe
factors in this study were based on policy factors in the
direc;ive. Note tha£ ?hé two factors; TOTFACTS and TOTFACTA,
together incérporate all of thé policy factors outlined in the
DOD Directive. ' Aléc, ﬁhe finding in this study that all
applicants with oniy businéss baﬁkruptcies or whose debt Qas
due to bﬁsiness failure were granted clearances suggests the
application of Mitigatiﬁg Factor 5, "businéss—related

bankruptcy," in case adjudication by administrative judges.
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TABLE IX

TEN MAIN FINANCIAL FACTORS AND THEIR
CORRESPONDING POLICY FACTORS IN DOD DIRECTIVE 5220.6

Financial Type Curresponding Policy Type

Factor Factor Factor in Directive Factor

1. FACTS1 " Non- 1. Mitigating Factor 1 Non-
numerical : numerical

2.

3.

4.

5.

60

7.

(éystematic efforts to satisfy creditors)

FACTS2 Non- 2. Mitigating Factor 2 Non-
numerical o numerical

(favorable change in financial habits)

FACTS3 Non- 3. Mitigating Factor 3 Non-

numerical - : numerical
I(stahle employment record and favorable references)
FACTA7 Non- 4. Negative Factor 7 Non-

numerical ‘ numerical
(applicant’s indifférence‘toward financial obligations)
REHAB Non- ' 5, Mitigating Factor 1 Non-"

" numerical ' numerical
(contaéted creditors/ (systematic efforts
adhered to pay plans) to satisfy creditors)
CONDET .  Non- 6. Mitigating Factor 4 Non-
- numerical ‘ numerical

(debt caused by circumstances beyond applicant’s control)
WHYDET Non- . 7. Mitigating Factor 4  Non-

‘numerical numerical
(fype of mitigating  (debt caused by circumstances

circumstance) : beyond applicant’s control)
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Financial
Factor

8. REFS

-continued TABLE IX _
TEN MAIN FINANCIAL FACTORS AND THEIR
CORRESPONDING POLICY FACTORS IN DOD DIRECTIVE 5220.6

Type
Factor

Non-

numerical -

(favorable character
references)

9. TOTFACTS

10.

TOTFACTA

Numerical
and

Non-
numerical

Numerical
and

Non-
numerical

Corresponding Policy Type
Factor in Directive Factor
Mitigating Factor 3 Non~
numerical
(stable'employment,recordl
and, favorable references)
Mltlgatlng Factor 1 Non-
(applicant made efforts) numerical
Mitigating Factor 2 Non-
(favorable habit changes) numerical
Mitigating Factor 3 Non- ‘
(stable job/character) numerical
. Mitigating Factor 4 Non-
(cause beyond control) numerical
Mitigating Factor 5 Numerical
(business bankruptcy) '
Negative Factor 1 Numerical
(history of bad debts).
Negative Factor 2 Numerical
(debt after bankruptcy) ‘
Negative Factor 3 Non-
(cause within control) numerical
Negative Factor 4 . Numerical
(history of NSF checks)
Negative Factor 5 Numerical
(judgments, liens, repos)
Negative‘Faétor 6 Numericai
(deceit, embezzlement)
Negative Factor 7 " Non-~
(applicant indifference) numerical
Negative Factor 8 Numerical

(expenses exceed income)
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As indicated in Table IX, however, most factors are non-
numerical in nature (e.g., do not involve amounts of debt,
numbers of debts or repossessions, etc.). The results of this
study do ﬁot indicate why numerical faétors are not highly
cﬁrrelatea with case outcome nor what action, if any, should
be taken to revise adjudicative practice and/or guidelines.
it is not surprising that the narfative, glpbai statements
cited by the adjudicatofs as the primary reasons for clearance
outcome were generally more highly correlated with outcome
_'than specific numerical variableé, especially given the skewed
distribution of ‘many of tﬁese numerical variables.  Further
research is needed to determine how administrative judges
apply numefical policy factors in adjudication and to what
dégree'.numerical ‘financial factors ‘should be.'applied in
adjudication. v | | |

3. Do the results of this study suggest certain finan&iai
issues which are unproductive in terms of theif impact on
adjudicative outcomes? For example, afe there financial
issues that, even under a worst case scenario, would not
result in adjudicators denying a clearance? This' study
suggests seVeraiiways in which DIS investigators could. more.
effectively focus their research efforts: I'irst, they ﬁight
wish to concentrate their attention more on those financial
afeas most heavily weighted by DISCR administrative judées in.
adjudication. Such areas would include the following four

- financial categories identified in this study as most highly
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correlated with case outcomg: efforts to resolve debt, cause
of debt, employment and character stability, and the general
financial policy facéors outliped in DOD Directive 5220.6.
Second, investigators may Qish to parficularly focus their
research on non-numerical financial factors (e;g., the
applicant’s attitude toward, efforts t6 resolve, and control
over the caﬁse of his or her debt), which were weighted more
heavily by administrative judges in adjudication than
numerical ‘financiél factors (e.g., . number of 'debts or
foreclosures, amount of debt).

4. Can the results of this study be used by DISCR to
impro&e the processing and adjudication of cases? DISéR
adjudicators should note that applicantsv whose debts or
bankruptcies were due solely to business failure, regardless
of the numbers or amounts involved, were genérally approved
for clearances. In‘addition, all applicantstéith less than

$1870 of debt were approved for clearancé, except for one who

had four personal bankruptcies. Adjudicators may wish to

approve such cases for clearanée at a lower adjudicative level
so that they may concentrate their'efforts instead on cases of
a more complicated nature with a less certain adjudicative
outcome. | |

An&ther alternative would be to set the dollar threshold
for issue cases at $1000 or $1506. Cases involving a total
amount of debt less than the established threshold, with no

other complicating financisl or nonfinancial issues, could
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then be immediately approved for clearance by DISCO without
requiring any further investigation by DIS or adjudication by
DISCR. The investigative and adjudicative time and effort
saved could then be spent on other more demanding cases.

5. Can the.databaéevestabiished as a result of this study
be further utilized to examine other relevant areas of
research, such as automated credit scoring? The database
esfablished by this study could easily be used focr other
research. For example, one could thain information on the
criteria applied by credit agenéies or lending institutiéns in
determining the creditworthiness 6f a given applicant. Sﬁch
criteria could then bé applied to the 'database, and thé
results compared with the case outcomes observed in this
study. It would be'interesting to see how the privaterand
governﬁental sectors compare in determihihg creait risk and
security risk, respectively. In other words, one could

determine whether the federal government grants clearances to

applicahts‘who would be denied credit in the private sector,
or vice versa, based on the same financial information. One.

limitation of the database at this time is the absence of all
1Y

: identifying case information (e.g., applicant name, éddress)
due to the use of redacted cases. Conséquently, obtaining
credit and financial reports on the same 92 applicants used in
this study for purposes of further research would be
difficuit; PIC méy be able to provide some credit reports,

however, if furnished with some specific case information.
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B. CONCLUSIONS

The four main financial influences in case adjudication
were an applicant’s (1) efférts to resolve his or her debt,
(2) degree of control over the cause of debt, (3) number of
applicable adjudication policy factors as outlined in DOD
Directive 5220.6 [Ref 1: encl (3)], and (4) employment and
character stability. The aforementioned fbur financial areas,
and’the ten fipancial factors which compfisekthem, were mainly
non-numerical in hature (e.g., applicant‘effort or stability)
viee numerical (e.g., number or dollar amount of debt). In
other words,ithe undeérlying cause of debt and subsequent
handling thereof by the applicant were more influential than
the type, number or dollar‘amoﬁnt of debt in’determining case
outcome. Applicants whose debts were due to circumstaﬁces
beyond thei; control and who made good ‘faith efforts to
resolve their debts were more likely to be granted clearances
£han applicants whose debts were dﬁé to careleésness or
financial mismanagement and who made little or no attempt to
resolve their debts.

Applicants whose dekt or bankruptcy wa§ due to bﬁsineés
failure or whose total amount of debt was less than $1870 were
generally approved for ciearance.

Adjudicators were found to determine case 'outcomg in
acéo:dance with established adjudication policy, as evidenced

by the fact that each of the financial factors most highly
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correlated with case outcome was represented by an identical

or similar policy factor listed in DOD Directive 5220.6.

v

C. RECOMMENDATIONS

The following five recommendations are suggested on the
basis of the results of this study. |

l. Set the dollar threshold for issué cases at $§1000 or '

$§1500." Cases involving a total amount of debt‘less‘than the

established threshold, with no other complicating financial
matters, could then be immediately approvedffcr clearance by

DISCO without requiring any further investigation'by DIS or

. adjudication 'at DISCR. Nine out of ten appllcants with less

than $1870 of debt were granted - clearances. The nlne
appllcants represented about ten percent of all. 92 appllcants
studled in this thesis. Consequently, adjudicative effort for
the 92 applicants could have been reduced by 10 percent if‘a
threshold of $1870 were applied at the time of their initial

processing. Seven of the nine approved applicants had total

, debt of less than $1000, Ccnsequently, establishing an even

dollar threshold of §$1000 or $1500 would have reduced
adjudlcatlve effort by a still 51zeable seven percent. The '
one applicant with less than $1870‘of debt who was denied a
clearance had four personal bankrubtcies. Even with a hicher
dollar'threshcld in place, such an apblicant would most likely
have been further‘adjudicated as an issue caseldue to his more

complicated financial situation involving SO many
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bankruptcies. For example, noné‘of the other 91 épplicants
- had more than two bankruptcigé of any kind. |

2. Determine the extent to which adjudicators should
consider numerical factors in adjudication. This study found
that non-numerical factors (e.g., applicant attitude or
stability) were more highly correlated with case outcome than
numerical factors (e.g., amount or number of debts). Such a
finding sugéests than numerical factors may not be weighted as
heavily or consistently as non-numerical factors in
adjudication. Adjudicative agencies may wish to consider
whether such é situation is or is no£ desirable and act
aécordingly. For example, they may wish to revise current
vadjudicative practice to emphasize the épplication of
numerical factors. Additionélly or alternatively, they may
‘wish to revise current adjudicative guidelines by establishing
approximate thresholds for each of the numerical factors to
help clérify aﬁd improve consistency in their appliéation.

3. Focus the reseaféh efforts of DIS investigators more
on those financial areés and factors most highly correlated
with case ' outcome. Adjudicators ‘wouldv‘likely “be most
interested in receiving information on those financial areas
which theyuweight most ﬁeavily iﬁ case adjudicétioh. Such
areas would be those found in this study to be most highly
correlated with case outcome. Fof example, DIS iﬂvestigators‘
may wish to focus their research efforts on information

related to the four main financial influences on case outcome,
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which were the applicant’s (1) efforts to resolve his or her

debt, (2) degree of control over the cause of debt, (3) number

of ap-licable financial adjudication policy factors as

outli: ' in DOD Directive 5220.6 [Ref. l:encl (3)], and (4)
empl: e . and character stability. They may also wish to

particularly research whether debt or bankruptcy was due: to

business failure, in which case most applicants were approved.
Providing such information most desired by administrative

judges would help speed the processing of cases with a minimum

of delays. .

4. Encourage adjudicators to grant clearances at a lower
level in cases involving low amounts of debt .or business
failure which would'mostvlikely bé appfoved at a Aigher level,
Thi§ study has shown that applicants with a‘total.amount of

debt less than $1870 or with debt 6: bankruptcy due to

business failure were generally approved for clearance. All’

cases were adjudicated by a DISCR administrative judge after
first being adjudicated at seQeral iower bISCﬁ levels.
Approving such cases at lower levels, where possible, would
allow administrative judges and'adjudicﬁfors at higher levels

to focus their efforts on those cases more deserving of

attention.

5. Clarify the non-numerical factors most highly
correlated with case outcome. .'Imprecision and personal

judgment are inherent in determining the degree of seriousness

of the non-numerical factors involved. = For example, one
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administrative judge may determine thaf employmént was ‘é
strong mitigating factor in a given case, while another
administrative judge may conclude that it was not. 1In this
study; oi' the fiftéen cases citing unemployment as a
mitigating factor, eleven were app:ovéd for ;leérance and four .
were not. Other financial issues may certain;y have
influenced the final case outcomes. Yet, clarification of the
mitigatiﬁg faétor "unemployment" would ' surely help
adjudicators to apply the factor more consistently. For
example, is the mitigating factor "unemployment" weighted as
heavily for an abplicant who is fired from or quits his ér her
job as an applicant who is laid-off? .How muéh effort must an
applicant be making to find a job to be considered bona fide
"unemployed" vice “temporarily out of the job market?"
Siﬁilarly, how many years must an applicant be employed at one
job to be considered “"stable?" Whaf ére considered
_“systematicf efforts to satisfy creditors? Answers to fhé
foregoing types.of questions for the various non-numerical
factors would provide adjudicators helpful guidance in

adjudication.

D. AREAS FQR FURTHER RESEi‘\RCH

While this thesis identified ten financial factors highly
correlated with case outcome, additional research into the
nature of these factors could prove useful. Their non-

numerical nature makes imprecision and personal judgment
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‘inherent in their determination. For example, the attitude of
an applicant was a major financial factor in determihinq case
outcomé. bne might .try to determine what criteria
administrative ﬁudges-apply in discerning the attitude of a
given applicant. Similarly, the éystematic efforts an
applicant made to satisfy creditors was also a major financial
factor in case oﬁﬁcome. One could try to determine what
actions by the aéplidant constitute "systematic" efforts to
resolve debt. - |

In addition, future cases could be analyzed using the
empirical approach in this study to determine the degree to
which the results are reproducible. Discriminant functions
could be'devéloped in order to predict at a lower adjudicaﬁive
level the probable ca;e outcome at a higher level.. ‘

. One limitation of this study was that only financial
information contained in the redacted case summaries was':
analyzed. Additional financial information could, however, be
obtained from'each applicant’s original cfedit réports fiied
at PIC in order to determine the relétionship between the
financial informatioﬁ contained therein and adjudicativeA
outcome. The results of such research couid help verify or
réfute the results of this study. The informa£ion contained
in the credit reports has the added advantages of being
obﬁective and uﬁiformv for each case. Such additional
information could easily be added to the database established

" from this study.
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Also, finencial:  cases involving other issues, Suéh as’
psychological illness and drug abuse, wére not included for
study. Such cases could be analyzed to determine how the
presence of these other issues affects adjudicativé outcome
for financial cases. In addition, there are hundreds of cases
which do not involvé financial iSSueg'at all. Many further
research studies are possible to determine the relationships
between these other issues, such as alcohol abusc¢ and criminal
conduct, and adjudicative outcome. One could also exami.ae the
time épent in each phase of the adjudicative process; This
type of informatiqn could help DISCR determihe whether or. not
to revise internal processing pfocedures or guidelines.

while fhis study analyzed only those éases adjudiéated on
- or after August 12, 1985, earliér'ca;es.could be analyzed to
determine how changes in adjudicative procedure‘as established
by the various DOD Directives 5220.6 affected adjudicative
outcome through time. The present study did not analyze ahy
cases that were not‘adjudicayed by an administrative judge.
‘The analysis of such c¢ases could also help to confirm or
refite the results of this study.

Finally, this study only examined - industrial cases
adjudicated at DISCR. = If there were a way to obtain
information on clearances adﬁudicated at the other CAFsvfor
civil service and military personnel, tﬁen studies could be
conducted comparing the financial criteria used to adjudicate

cases at the various CAFs.
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Name
Line
Space

CASE
line 1
1-6

VOLUME
line 1
8-9

DOD
line 1
11

CRITA
line 1
13

COMPUTER DATABASE CODEBOOK

Iten '

OSD cas
" example: 810202 for 81-0202
Volume number and year adjudicated

1 = Volume I

OV IO ELWN

—

Part 1I.

Part 1I.

e no.

Volume

Volume
Volume
Volume
Volume
Volume
Volume
Volume
Volume
Volume

APPENDIX A

Case ldentification

I1 -
I11I -
Iv -

VI

1963-1975
1976-1982
1983-1984
1985
1986
1986
1987
1987
1988
1988
1989

Governing DoD Directive 5220.6

K X" ST
[ I I I |

DoD Dlrective 5220 6 dated December 7,

Adjudication Information

1966

April 4, 1975
December 20,1976

August 12,

1985

Criterion A: Sabotage, espionage, treason, etc.-

1 - Criterion A not assigned to case :
2 - Criterion A resolved in favor of applicant

3 - Criterion A resolved against applicant
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Name
Line
- 8pace

CRITH
line 1
.15

CRITC
line 1
17

CRITD
line 1
19

CRITE
line 1
21

CRITF

line ]

23

CRITG
line 1
25

' CRITH
line 1
27

Item

“+iterion Bt Association with saboteur, lﬁy,
trajtor.

1 = Criterion B not assigned to case
2 - Criterion B resolved in favor of applicant
J = Criterion B rewolved lgainnt applicant

Criterion Ci: Advocate/use force to ovorthtow U s.
Government.

1 ~Critericn € not assigned to case
2 - Criterion C resolved in favor of applicant
3 - Criterjon C resolved against npplicant

Criterion D: Knowing membership in subversive
- groups.

1 = Criterion D not assigned to case
2 - Criterion D resolved in favor of applxcant
3 - Criterion D resolved against applicant

Criterion E: Unauthorlzed disclosure of classxfzed‘
information.

1 - Criterion E not assigned to case

2 - Criterion E resolved in favor of applicant

3 - Criterion E resolved against applicant
Criterion F: Allegiance to a foreign government.

1 - Criterion F not assighed to case

2 - Criterion F resolved in favor of applicant

3 - Criterion F resolved against applicant
Criterion G: Violation of security requlations.

1 - Criterion G not assigned to case '

2 - Criterion G resolved in favor of applicant

3 - Criterion G resolved against applicant
Criterion H: Criminal/sexually perverse acts.

1 - Criterion H not assigned to case

2 - Criterion H resolved in favor of applicant
3 - Criterion H resolved against applicant
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Name
Line
Space

CRITI
line 1
29

CRITJI
line 1
N

CRITK
line 1
33

CRITL

line 1

35

CRITM
line 1
37

CRITN
11ne 1

CRITO
line 1
a1

Item
Criterion It Acts of omission indicating poor
judgment.
1 - Criterion I not assigned to case
2 - Criterion 1 resolved in favor of applicunt
J - Criterion 1 resolved against applicant

Criterion Jt Any illness causing impaired judgment.

1 - Criterion J not assigned to case
2 - Criterion J resolved in favor of applicant
3 =~ Criterion J resolved against applicant

Criterion K: Vu)nernbility to coetcion or
influence.

1 - Criterion K not assigned to case
2. -~ Criterion K resolved in favor of applxcant
3 - Criterion K resolved against applicant

Criterion L: Excessive debt, financial
difficulties.. -

1 - Criterion L not assigned to case
2 - Criterion L resolved in favur of applicant
3 - Criterion L resolved against applicant

Criterion M: Habitual use of intoxicants to excess.

1 - Criterion M not assaned to case
2 - Criterion M resolved in favor of applicant
3 - Criterion M resolved against applicant

Critericn N: Illegal possession, use, or sale of
‘ drugs.

1 - Criterion N not assigned to case
2 - Criterion N resolved in favor of applicant
3 - Criterion N resolved against applicant

Criterion O: Falsification/omission of material
facts. -

1 - Criterion O not assigned to case

2 - Criterion O resolved in favor of applicant
3 - Criterion O resolved against applicant
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Nane
Line
Space

CRITP
line )
4)

NCRITT
‘line 1
45

DSOR1
line }
47-54

DSORA
line 1}
56-63

. DHR
line 1

65-72

DDETHR
line 2
1-8

EXAM

line 2

10-11

AREP
line 2
" 13

DETHR
line 2
15

Iten

Criterion Pt Refusal to provide information to gov.
] - Criterion P not assigned to case |
2 = Criterion P resolved in favor of applicnnt
) « Criterion P ro-olyod against applicant
Number of criteria assigned
Code numeral from 1} thfouqh 9
SOR issue date
MM,bD,YY - month, day, last two digits of year
Date of appliéant response to SOR .

MM,DD,YY - month, day, last two digits of YQar

Hearing date (or date all documentation received

for an adminxutrative determxnatlon)
HM,DD,YY - month, day, laut two digit- of year
Hearing determinatxon date

MM,DD,YY ~ month, day, last two digits of year

Administrative Judge

each judge assigned unique two digit number
{names kept anonymous)

Applicant representation
pro se (applicant representing self)

represented by legal counsel/representative
administrative determination (no hearing)

W N -
LI I |

Hearing determination

clearance granted (any kind)
clearance granted (confidential)
clearance granted (secret)
clearance granted (top secret)
clearance denied/revoked

U W N
LI T I R |
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Name
Line
Spece

latc:'

DETAL
line 2
17

Iten

Alternatives 2, 3, and 4 above apply mainly to cases

adjudicated before 1964, in which clearances were
ranted authorizing acceess only up to a specified.
evel in so called “split decisions”.

Appcaf determination (first uppcdl)

L RV R S ¥

B T T I Y

S

not applicnblu

hearing detormlnltion affirmed

hearing determination reversed

order for remand to administrative judge
for redetermination

appeal in process

NOTE: Alternative "3" above does not apply to cases
adjudicated under DoD Directive 5220.6 dated August 12,
1985, which directs that appeal boards may only affirm or
remand, but not reverse, thc detormxnations of
adminicttative judges.

DDETAL
line ?
19-26

PARTAl
line 2
28

DETR
line 2
30

DDETR
line 2
32-39

DETA2
line 2
41

Appeal determination date (first appeal)

Hﬁ,DD,YY - month, day, last twc digits of year

Appealing party (first appeai)

1 ~ case hppealed‘by government
2 ~ case appealed by applicant

Remand determination

- W N -

not applicable

hearing determination affirmed
hearing determination reversed
remand in process

Remand determlnatzon date

' HM DD,YY - month, day, last two digits of year

Appeal determlnatlon {second appeal)

- W N -

not appllcable

hearing determination affirmed
hearing determinatin reversed
appeal in process
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Name
Line
Spece

PARTA?
line 2
4)

DOETAZ
line 2
45-52

DETFIN
line 2
54

CHELD

line 2
56

CSUus
line 2
58

CREQ
line 2
60

Item

Appealing party (second appeal)

1 = case appealed by government
2 = case appealed by applicant

Appeal determination d;to,(nccond ;pp;al)
MM,DD,YY - nonth day, last two digits of year

Final case dat.tmination ntter all adjudicntion
complete

clearance granted (any kind)
clearance granted (confidential)
clearance granted (secret)
clearance granted (top secret)
clearance denied/revoked
adjudiration in progress

$ L s

Clearance held at time of application

= unknown.

none

company confidential
confxdantxal '
secret

top secret.

- XLE S L T
RN

Clearance suspended pending outcéme

no

yes

not applicable
unknown

Clearance requested

confidential

secret

top secret

~unspecified

additional special clearance

[V _WVE S N o
LI B B B |
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SEX
line 2
62

AGE

line'2

64-65

line 2
67 '

NCHILD
line 2
69-70

EDUC
line 2
72-73

sup
line 2
75

. Part I1X. Applicaat Iaformatiom

Applicant sex

1 - female
2 - male

Applicant aq§ on firet hearing date

XX = age in years

Marital status

t

1 - single
2 - married
3 - divorced

Number of dependents other th@n spouse

XX = number of dependents

zducntion

P s et pa ) .
WNSFOWOWOBTAUVMWNM

did not graduate high school

high school graduate

some college - did not graduate

bachelor’s degree.

some master‘s level work - did not graduate
master’s degree

some doctoral level work - did not graduate
doctoral degree

some law achool - did not graduate

law school graduate

some medical school - did not graduate
medical school graduate

associate’s degree

Most recent job held was supervisory in nature

1 - unknown
2 - yes
3 -no
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Line
Space Item
JOR Type employment at most recent job position
line ) '
1-2 1 « security quard/police
2 ~ scientist (engineer, chemist, physicist)
J -~ {nstructor/teacher/trajiner
4 - attorney
S =~ general manager :
6 - systems analyst/computer programmer
7 = staff technician (inspector, staff
- specialist, purchasing aqgent)
8 - maintenance technician (plumber,
electrician, mechanic, machine operator)
9 - driver/mover ‘ .
10 - defense contractor employee (unspecified)
11 = business owner
12 - clerical (administrative assistant, typist,
secretary, clerk)
13 - controller/accouncant
14 - board of directors/corporate officer
Part IV. Adjudication Policy Factors - Financial
FACTAl Administrative judge cited Factor 1 (History of bad
line 2 debts and unmanageable indebtedness) against
4 clearance ,
1 -~ no
2 - yes
FACTA2 Administrative judge cited Factor 2 (Recent
line 3 bankruptcy with continuing financial problems)
6 i against clearance ‘
1 - no
2 - yes
FACTA3 Administrative judge cited Factor 3 (Indebtedness
line 3 aggravated or caused by gambling, alcohol, drug
8 abuse, or mental or emotional defects) against

clearance

1 - no
2 - yes
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Space

FACTAS
line )
10

FACTAS
line )
12 :

FACTAG
line 3
14

FACTA?
line 3
16

FACTAS

line 3

18

FACTS1
line 3
20

FACTS?2
line >
22

Item

Administrative Zudgc cited Factor & (Mistory or
. pattern of writ

ng bad checks) against clearance .

1 = no
2 - yes

 Mministrative judge cited Factor 5 (Unfavorable

judgments, liens, or repossessions) ayainst
clearance

1 = no
a2 - yes

‘Administrative judge cited Factor 6 (Deceit or

deception, embezzlement, or change of address
without advising creditors) against clearance

1 - no
2 - yes

Administrative judge cited Factor 7 (Applicant’s .
indifference to financial obligations or a stated

intention not to meet these obligations in the

future) against clearance '

1 - no
2 - yes

Administrative judge cited Factor 8 (Financial
mismanagement' or irresponsible expenditures that
exceed income or other assets) against clearance

1 - no
2 - yes

‘Administrative judge cited Factor 1 (Systematic

efforts to satisfy creditors) supporting clearance

1 - no
2 - yes

Administrative judge cited Factor 2 (Favorable
change in financial habits) supporting clearance

1 - no ‘ -
2 - yes
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Space

FACTS)
line )
24

FACTSY
line }
26

FACTSS
line 1}
8

NDETIM
line 3
30-31 "

RDET3IM
line 3
33-34

NDET6M
line 3
36-37

" NDET1Y
line 3
39-40

NDET3Y

line 3
42-43
NDETSY

line 3
45-46

Item

Administrative judqe cited Factor 3 (Stahble
employment vecord and favorshle references)
supporting clearance

1 - no
= yes

Administrative judge cited Factor 4 (Circumstances
beyond the applicant’s control contributed to

indebtedness) supporting clearance

1 - no
2 ~ yes

Administrative judge cited Factor 5 ( usiness-
related bankruptcy) supporting clearance

1 - no
2 -~ yes
Part V. 1Indebtedness
Number of debts delinquent 1 or more, but less than

3, months Co

Number of debts delinquent 3 or more; but less than
6, months

Number of debts delinquent 6 or more, but less than
12, months

" Number of debts delinquent 1 or more, but less than

3, years

Number of debts delinquent 3 or moré, but less than
5, years '

~ Number of debts delinquent 5 or more years
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Name
Line
Space

CONDET
line 3
4

WHYDET
line 1}
49

-NDETT .
" line 13
50-52

DOLDET
line 3
54-64

‘NBKIM
line 3
66

NBX1lY
line 3
68

ltem

Kpplicnnt'c control over cause of indebtedness

1 = indebtedness caused or aggravated by
factors within applicant’s control
(?amblinq, alcohol, drugs, lavish
lifestyle, carelessness, immaturity,
poor financial management)

2 - indnbtedne-- due to tfactors beyond

applicant ‘s control (divorce, unomploymant,
illness, business failure)

Nature of mitigating circumstance, if applicable

not applicable

illness (applicant or tnmily member )
divorce ,

business failure

unemployment

spousal spending

taking in orphans or children of relatives
victim of swindle o
supportirg family while attending college
pending dispute over amount due

BEEEEEEREN

OCBIP VB WLNO

Total number of delinquent debts

Total dollar amount of delinquent debts
Code §$123,456,789.00 as 12345678900

(all subsequent dollar imountp coded this way)

Part VI. Bankruptcy

Number of bankruptcies in past year

Number of bankruptcies more than one but less than
three years old '
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Spaca

NBE 1Y
line )}
70

NBKSY
line 3
72

CONBK

line J
'74

PERPER

"“line 4

14-17

Iten

Number of bankruptcies more than three but less
than five years old

Number of bankruptcieas more than five years old

Applicant control over bankruptcy

1 -~ bankruptcy agqravated by factc's within

applicant’s control (qambling, alcohol,
. drugs, lavish lifestyle)

2 - bankruptcy due to factors beyond
applicant’‘s control (divorce, unemployment,
illness, business)

3 - bankruptcy due to carelessness/poor
management

Total number of bankruptcies

Number of personal chapter 7 bankruptcies

"{discharge of debts)

Number of personal chapter 13 bankruptcies
(reorganization)

Number of business chapter 11 bankruptcies

Percent of bankruptcies that were business-related
Code 33.3% 3 333 or 100.0% as 1000
(all subsequent percentages coded this way)

Percent of personal bankruptcies that were chapter
13 bankruptcies (reorganization)
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Name
Line
Space Item

NLAS Number of debts incurred since last bankruptcy
line 4 '
19-20

DOLLAS. Amount of debt inc'rred since last bankruptcy
line ¢ ' '
22-32

Part Vii. 1Insufficient Punds Checks

NSUFIM ' Number of insufficient funds checks issued .
line 4 more than 1, but less than 3, months ago
34-35 ‘ '

NSUF3M Number of insufficient funds checks issued
line 4 more than 3, but less than 6, months ago
37-38 ‘ o

NSUF6M Number of insufficient funds checks issued
line 4 more than 6, but less than 12, months ago '
40-41

'NSUF1Y Number of insufficient funds checks issued
line 4 more than 1, but less than 3, years ago
43-44

NSUF3Y Number of insqfficient funds checks issued
line 4 more than 3, but less than 5, years ago
46-47 ‘ -

NSUFS5Y Number of insufficient funds checks issued
line 4 more than 5 years ago '
49-50 ‘

" NSUFT Tetal number of insufficient funds checks issued
line 4
52-54

DOLSUF Total amount of insuffiéient funds checks issued

line 4
56-66
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Name
Line *
Space Item

Part VIII. Judgments, Repossessions, Liens

-NREPO Number of repossersions
line 4
68-69

NJUDG Number of judgments
. line 4
71-72

! NLIEN Number of liens
line ¢ ‘
74-75

NGARN Number of garnishments
line 5 ‘
1-2

NFOKE Number 6f foreclosures
. , line 5
4-5

NFIVE Total number of repossessions, judgments, liens,
line 5 garnishments, and foreclosures ' '
7-8 '

IX. rinancial Frauds

NFRAUD Number of financial frauds (phony checks, welfare,
line 5 unemployment compensation, embezzlement, deceipt)

10-11
X. Applicant Attitude/Intent
ATT : Appiicant diéplayedlpositive demeanor/attitude
line 5 towards indebtedness and intent to pay
13 :

- not mentioned or applicable

- displayed negative demeanor/attitude toward
debt or indifference or no intent to pay
displayed positive demeanor/attitude toward

. debt with intent to pay

~ intends to pay by filing bankruptcy

oW N
'
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Name
Line
Space

PAYSOR
line 5
15

REHAB
line 5
17

DISBK
" line 5
19

RELATE
1line 5
21

DOLXIN
line 5
23-33

DOLINX
line 5
35-45

Item

XI. Applicant Payment Efforts

Applicant did not begin to contact creditors or pay
delinquent debts until after issuance of statement
of reasons (SOR)

l - no
2 - yes

Evidence of rehabilitation, improved financial
habits before issuance of SOR

1 -.applicant did not contact creditors or
adhere to payment plans

2 - applicant contacted creditors, set up and
adhered to payment plans or resumed regular
payments

Chapter 13 bankruptcy was dismissed for. nonpayment
of court-ordered costs

l - no
2 = yes
3 - not applicable

XI1. Applicant Income/Expenses

Current relationship of monthly expenses to monthly
disposable income (disposable income equals gross
income minus taxes)

1 - monthly expenses exceeded monthly
disposable income -

2 - monthly disposable income exceeded monthly
expenses

3 - monthly .expenses equal monthly dlsposable
income

Amount by which monthly expenses exceeded monthly
disposable income :

Amount by which monthly disposable income exceeds
monthly expenses (result is discretionary income)
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Nawe
Line
Space

DOLIN
line 5
47-57

"' poLx
' line 5
59-69

DOLGRO
line 6
1-11

LONG1
line 6
13-16

LONG2
line 6
18-21

REFS

line 6
23

FED

line 6

25-26

STATE
line 6
28-29

Item .

Current monthly disposable income

Current monthly fixed expgnses/paymenté
Current monthly gross income

XIII. Evidence of Stability

Employment longevity at current/most recent job

YYMM - number of years, number of months
(MM < 12) :

example: applicant worked 1 and 1/2 years
code 0106

Employment iongevity at second most recent job

Applicant produced letters of reference or
character witnesses on his or her behalf

l - no
2 - yes
3 = unknown .
XIV. Tax Filings

Number of federal tax non-filings

Number of state tax non-filings
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Name
Line
Space

FEDSTA
line 6
31-32

DOLCON
line 6
34-44

DOLHOM
line 6
46-56

DOLMED
line 6
58-68

DOLEDU
line 7
1-11

. DOLUTL
line 7
13-23

DOLTAX
line 7
25-35

DOLKID
line 7
37-47

DOLBUS

line 7
49-59

NCON
line 7
61-62

NHOM
line 7
64-65

Item

Total number of federal/state tax non-filings

Xxv. Typovnebt

Dollar amount of delinquent consumer debt
(i.e. department stores, charge cards, automoblle,
bank accounts)

Dollar amount of delinquent housing debt (i.em.
rent, mortgage) :

Dollar amount of delinquent medlcal debt

‘(i.e. medical, dental)

Dollar amount of delinquent education debt (i.e.
loan, tuition)

Dollar amount of dellnquent utlllty debt (i.e. gas,
electrlc, water, telephone)

Dollar amount of overdue federal/state/local taxes

Dollar amount of delinquent child support/alimony
debts . '

Dollar amount of delinqueht business debt

Number of delinquent consumer debts

" Number of delinquent housing debts
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Name
Line
Space

NMED
line 7

67-68

NEDU
line 7
70-71

NUTL
“line 7
73-74
NTAX
line 8
1-2

NKID
line 8
4-5

'NBUS
line 8

PDCON
line 8
10-13

PDHOM
line 8
15-18

PDMED
line 8
20-23

PDEDU
line 8
25-28

PDUTL
line 8
30-33

PDTAX
line 8
35-~38

Item

Number

Number

Number

Number
Number
Numbgf
Percent
Percent
Percent

Percent

Percent

Percent

of delinquent
of delinquent

of delingquent

of délinquent
of delinguent
of deiinquent
total dollar
total dollar
gotal doliar
total dollar
tétal dollar

total dollar

education debts

.medical debts

utility debts

tax debts

child support/alimony debts

business debts

6f debt due
of debt due

of debt due

-of debt due-

of debt due

of debt due

to

to

to

to

to

to

consumer.debt
housing debt
medical debt
education debt 
utility debt

tax debt -




Name
Line
Space

PDKID
line 8
40-43.

PDBUS
line 8
45-48

PNCON

line 8

50-53

PNHOM
" line 8
55-58

PNMED
line 8
- 60-63

'"PNEDU
line 8
65-68

PNUTL
line 8
70-73

PNTAX
line 9

PNKID
line 9
6-9

PNBUS

line 9,

11-14

Item

[

Percent total dollar of debt due to child

support/allmony debt

Perceﬁt total dollér of

Percent total number of

Percent total number of
Percent‘tota; numper of
Pe;ceﬁt total number of
Percent total number 'of
Percent totallnumber of
Percent.total number of

support/alimony debt

Percent total number of
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debt due to business debt

dgbts

debts

debts

debts

debts

debts

debts

debts

due

due

due

due

due

due

due

due

to

to

to

to

to

to

to

to

consumer debt
hou;ing debt
medic;l debt
education debt.
utility debt
tax debt
child’

business debt




APPENDIX B

DEFINIfION OF TERMS
Some of the frequently used terms in this tbésis haQe
particular meanings within the ‘contéxt 'of the security
environment’in general or the security clearance process in
particular. These are defined here.

1. Access - The ablllty and opportunity to obtain
knowledge or possession of classxfled information. ([Ref.
53:p:. 11)

2. Adjudication - The determination, based on specific
criteria and past behavior, of the probability of an
applicant’s ' future behavior having an adverse effect on
national security for the purpose of deciding whether the
applicant should or should not be granted a security
clearance. [Ref. 9:p. 56]

3. Adjudication Policy - Specific factors listed in DOD
Directive 5220.6 which adjudicators must consider in
adjudicating a particular type of case. For example,
judgments, liens, and repossessions must be considered in
financial cases. [Ref. l:p. 3-1]) (See "factor")

4. Adjudicator - DISCR official who determines, based on
specific criteria and past behavior, the probability of an
applicant’s future behavior 'having an adverse effect on
national security for the purpose of deciding whether the
applicant should or should not be granted a security
clearance. Individual may be a personnel, security
specialist, administrative judge, or member of appeal
board. [Ref 9:p. 56]

5. Administrative Determination - A determination issued
without a hearing.

6. Administrative Judge - DISCR official who issues
determinations that either grant or deny security
clearances.

7. Appeal Board - A panel of DISCR staff attorneys
designated to review determinations which are appealed.
The board will issue either a final determination
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affirming the administrative judge’s determination or an
order for remand referring the determination back to the
administrative judge for redetermination (review), further
investigation, or to permit additional evidence and/or
testimony into the record for consideration. [Ref. 1]

8. Applicant - A person in private industry who requires
a security clearance for access to classified information.
[Ref. 1 p. 3] .

"9, Bonch Decision - An examination of testimony and
evidence by an administrative judge without a jury for the
purpose of making a determination.

10. Bench Trial - A heering without a jury convened by an
administrative judge for the purpose of making
a determination.

11. Classified Information - Official information  which
has been determined to require, in the interest of "
national security, protection against disclosure and which
has been so designated. [Ref. 53:p. 12]

12. Clearance - An authorization for a person to have
access to classified lnformatlon provided his or her
duties so require.

13. Compromise - A security violation which has resulted
in confirmed or suspected exposure of classified
information or material to an unauthor;zed person.
[Ref 53:p. 12]

14. Confidential - The designation applied to information
or material the unauthorized disclosure of which could

reasonably be expected to cause identifiable damage to the -

national securlty [Ref. 9:p. 56]

15. Counsel - Attorney retained by appllcant to represent
applicant in all proceedings.

16. Criteria -~ Those factors, and 1levels or thresholds
thereof, used to adjudlcate cases. Also refers to broad
areas of conduct outlined in DOD Directive 5220.6, each of
which is associated with a letter used to label cases.
involving that criterion. Examples include mental illness
("J3"), financial irresponsibility ("L"), and unreliability
("I"). (This thesis examines the financial criteria used
to adjudicate financial criterion "L" cases.) [Ref. l:pp.
5-7] . ‘

110




17. Defense Industrial Security Clearance Office (D1SCO)-
The office responsible for initiating investigations,
issuing clearances and maintaining clearance records for
DOD contractor (industrial) personnel. (Ref. 9:p. 56]

18. Defense Investigative Service (DIS) - DOD component
responsible for, among other things, conducting personnel
security investigations for DOD military, civilian and
contractor (industrial)} personnel. ([Ref.9:p. 56]

19. Department Counsel - DISCR attorneys who represeﬁt
the Department of Defense in all proceedings in an
applicant’s case. [Ref. l:p. 1-2]

20. Determination - A decision by an administrative judge
to grant or deny a security clearance to a particular
applicant, 'either with ("hearing determination") or
without (“administrative determination") a hearing.

21. Directorate for Industrial Security Clearance Review
(DISCR) - The office responsible for adjudicating those
industrial cases that DISCO could not approve for
clearance. [Ref. l:p. 2]

22. Factor - Quantitative and/or qualitative aspects of,
a case used in its adjudication. DOD Directive 5220.6
specifies some general and specific factors which
adjudicators must consider in clearance determinations.
‘Examples of general factors, which apply to all types of
cases, are: frequency of the conduct, motivation of the
applicant, and probability of recurrence [Ref. 1l:p. 5].
Specific factors, termed "adjudication policy", apply only
to certain types of cases. (See "adjudication policy").

23. Pactor against clearance - A factor which supports
the denial or revocation of a clearance. (See "factor")

24. Factor for clearance - A mitigating factor which
supports the granting of a clearance. (See "factor")

25. Final determination - Determination - of an
administrative judge which is not appealed, or if
appealed, is affirmed by the appeal board.

26. Hearing - A proceeding convened and conducted by an
administrative judge for the purpose of determining an
applicant’s eligibility for clearance. '

. 27. Hearing Determination - A determination issued after
a hearing.

28. 1Industrial Applicant - Same as "applicant.”
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29. Industry - Private firms that require access to
classified information in order to provide goods and
services to DOD.

30. Mitigating Circunstanco/ractor - Same as "factor for
clearance”.

31. Order for Remand - Decision made by an appeal board
to refer a determination back to the administrative judge
who issued it for the purpose of redetermination (review),
further investigation, or to permit the admittance of
additional evidence or testimony into the case record.

32. Personnel Investigations Center (PIC) - Branch of DIS

‘tasked with performing personnel security investigations.

33. Personnel Security Clearance - Same as "clearance".

34. Personnel Security Specialist - A type of DISCR
adjudicator in one of three personnel security divisions
(PSD) who may grant clearances or issue a statement of
reasons as to why a clearance cannot be granted.

35. Redetermination - Review by administrative judge ' of
his or her own initial determination which was remanded by
the appeal board. The administrative judge will either
affirm the initial determination or issue a new

:determlnation.

36. Remand - To refer a determination back to the
administrative judge who issued it for the purpose of
redetermination (review), further investigation, or to
permit the admittance of additional evidence or testimony
into the case record. Appeal boards have the authority to
remand cases. ‘ '

'37. Secret - The desighation applied to information or

material the unauthorized disclosure of which -could
reasonably be expected to cause serious damage to the '
national securlty. (Ref. 9:p. 57]

38. Security Clearance - Same as "clearance".

39. Statement of Reasons (SOR) - A statement issued by
DISCR setting forth the reasons an applicant’s security
clearance may be denied, suspended, or revoked.

40. Top Secret - The designation applied to information
or material the unauthorized disclosure of which could .
reasonably be expected to cause exceptionally grave damage
to the national security. [Ref. 9:p. 58] :
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*

L4

6.
, 7 L]
8 L]

. , 10.
11.
12,

13.
14.
15.
16.
17.

B1
DIS
DISCO
DISCR

DOD

FY

GAO
LocC
NAC
NSF

PERSEREC

PIC
PSD
PSI
PSQ

SOR

APPENDIX C

LIST OF ACRONYMS
Background Investigation
Central Adjudication Facility
Defense Investigative Service

Defense Industrial Security Clearance
Office

Directorate for Industrial Security
Clearance Review

Department of Defense
Fiscal Year
Government Accounting Office

Letter of Consent

'National Agency Check

Insufficient Funds

Personnel Security Research and Education
Center

Personnel Investigations Center

Personnel Security Division

- Personnel Security Investigation

Personnel Security Questionnaire

Statement of Reasons
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APPENDIX D

CATEGORIES OF ADJUDICATION CRITERIA

A. Commission of any act of sabotage, espionage,
treason,terrorism, anarchy, sedition, or attempts thereat or
preparation therefor, or conspiring with or aiding or abetting
another to commit or attempt to commit any such act.

B. Establishing or continuing a sympathetic association with
a saboteur, spy, traitor, seditionist, anarchist, terrorist,
revolutionist, or with an espionage or other secret agent or
similar representative of a foreign nation whose interests may
. be inimical to the interests of the United States, or with any
person who advocates the use of force or violence to overthrow
the Government of the United States or to alter the form of
Government of the United States by unconstitutional means.

c. Advocacy or use of force or violence to overthrow the
Government of the United States or to elter the form of
government of the United States by unconstitutional means.

D. Knowning membership with the specific intent of furthering
the aims of, or adherence to and active participation in any
foreign or domestic organization, association, movement, group
or. combination of persons (hereafter referred to as
organizations) which unlawfully advocates or practices the
commission of acts of force or violence :o prevent others from
exercising their rights under the Constitution or laws of the
United States or of any State or which seeks to overthrow the
Government of the United States or any State or subdivision
thereof by unlawful mears.

E. Unauthorized disclosure to any person of classified
information, or of other information, disclosure of which is
prohibited by Statute, Executive Order or Regulation.

F. Performing or attempting to perform one’s duties, or
otherwise acting, so as to serve the interests of another
government in preference to the irterests of the United
States. , ‘

G. Disregard of public law, Statutes, Executive Orders or

Regulations including violation of security regulations or
practices. , .
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N. Criminal or dishorest conduct or acts of sexual
perversion.

I. Acts of omission or commission that indicate poor
judgment, unrcliability or untrustworthiness,

J. Any illness, including any mental condition, which, in the
opinion of competent medical authority, may cause lanificant'
defect in judgment or reliability with due reqgard to the
transient or continuing effect of the illness and the medxcal
findings in such case.

K. Vulnerability to coercion, influence, or pressure that may
cause conduct contrary to the national interest. This may be
(1) the presence of immediate family members or other persons
to whom the applicant is bonded by affection or obligation in
a nation (or areas under its domination) whose interests may

be inimical to those of the United States, or (2) any other B

circumstances that could cause the applicant to be vulnerable.

L. Excessive indebtedness, recurrxng financial difficulties,
or unexplained affluence.

M. Habitual or episodic use of intoxicants to excese.

N. Illegal or improper use, possession, transfer, sale or
addiction to any controllea or psychoactive sub::arce,
narcotic, cannabis or other dangerous drug. '

O. Any knowing and willful falsification, cover-up,
concealment, misrepresentation, or omission of a material fact
from any written or oral statement, document, form or other
representation or device used by the Department of Defense or
any other Federal agency.

P. Falllnq or refusing to answer or to authorize others to
answer gquestions or provide information required by a
congre951onal committee, court or agency in the course of an
official inquiry whenever such answers or information concern
relevant and material matters pertinent to an evaluation of
the individual’s trustworthiness, reliability, and judgment.

Reproduced from [Ref. l:pp. 5-7]
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Basis:

APPENDIX E

FINANCIAL ADJUDICATION POLICY

Failure to meet just and avoidable financial
oblxgations voluntarily incurred.

ractorl Which May be Considered in Detornining Whether to Dony
"or Revoke Clearance:

1.
2.
3.

4.

8.

History of bad debts and unmanageable indebtedness.
Recent bankruptcvaith continuing financial problems.

Indebtedness aggravated or caused by gambling,
alcohol, drug abuse, or mental or emotxonal defects.

A hlstory or pattern of writing checks not covered by
sufficient funds.

Unfavorable judgments, liens, or repossessions.

Deceit or deception, embezzlement, or change of
address wlthout advising creditors.

Applicant’s 1nd1fference to financial obilgatlons or
a stated intention not to meet these obligations in
the future.

Financial mismanagement or irresponsible
expenditures that exceed income or other ‘assets.

Mitigating PFactors:

1.

2.
3.
4.

5.

Systematic efforts to satisfy creditors.

Favorable change in financial habits.

Stable employment record and favorable refcrences.
Circumstances beyond the individual’s control
contributing to indebtedness; e.g., major illness,
debilitation, decrease or cutoff of income, and _

indebtedness due to court order.

Business~related bankruptcy.

Reprodueed from [Ref. l:encl (3)]
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APPENDIX F

. COMPUTER INPUT SHEETS
Line 1 Part I , Part II
1 2 3 4 5 6 8 9 11 13 15
CASE VOLUME DOD ‘ CRITA CRITB
17 19 21 23 25 - 27 29 31

CRITC CRITD CRITE CRITF CRITG CRITH CRITI CRITJ

33 35 37 - 39 41 43 © 45
LI CRITK CRITL CRITM CRITN CRITO CRITP  NCRITT
T ‘ ]
: 47 48 4% 50 51 52 53 54 56 57 58 59 60 61 62 63
DSJORI ‘ DSORA
Line 2

[TTI

65 66 67 68 69 70 71 72 1 2 3 4 5 6 7 8

DHR DDETHR
A
L i ! ( ‘
e S E .
10 11 13 15 17 19 20 21 22 23 24 25 26
EXAN AREP DETHR  DETAl . DDETAl
. 8 30 32 33 34 35 36 37 38 39 41 43.
PARTAl IETR DDETR ' DETA2 PARTA2
115




45 46 47 48 49 50 51 52 54 56 58 60

DDETA2 - DETFIN CHELD CSUS CREQ
Part III '
62 64 65 . 67 69 70 72 73 75
SEX AGE MAR - NDEP EDUC SUP
Line 3 = Part IV
1 2 4 6 8 10 12 14
JQB FACTA1l FACTA2 FACTA3 FACTA4 FACTAS FACTA6
Part Vv
16 18 - 20 .22 24 26 28 30 31

FACTA7 FACTA8 FACTS1 FACTS2 FACTS3 FACTS4 FACTS5 NDETIM

33 34 36 37 39 40 42 43 45 46 48 49
NDET3M NDET6M ° NDETI1Y NDET3Y NDETSY CONDET WHYDET

50 51 52 54 55 56 57 58 59 60 61 62 63 64
NDETT ' " DOLDET :
Part VI ; ’ 1 Line 4
66 - 68 70 . 72 74 1 3 5

NBK1M NBK1Y NBK3Y NBK5Y CONBK  NBKT NBK7 NBK13

7 -9 10 11 12 o 14 15 16 17 19 20
NBK11 PERBUS ;. . PERPER NLAS
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Part VII

22 2324 25 26 27 28 29 30 31 32 34 35 37 38
DOLLAS NSUF1M NSUF3M
40 41 43 44 46 47 49 50 52 53 54
NSUFéM NSUF1Y NSUF3Y NSUF5Y NSUFT
Part VIII

TIIIID |

O 71 72

56 57 58 59 60 61 62 62 64 65 66 686
DOLSUF NREEO NJUDG
Line 5 ‘Part IX Part X
74 75 1 2 - 4 s 7 8 10 11 13
NLIEN  NGARN NFORE NFIVE NFRAUD ATT
Part xxl

Part XII

o

15 17 19 = 21
PAYSOR REHAB DISBK RELATE

23 24 25 26 27

28.29 30 31 32 33

DOLXIN

35363738 39 40 41 42 43 44 45 47484950 51
DOLINX ;
Linq 6

52 53 54 55 56 57
DOLIN

59606162 63 64 65 66 67 68 69 12345

6 7 8 9 10 11,

DOLX DOLGRO
Part XIII Part X1V
13 14 15 16 18 19 20 21 23 25 26
LONG1 LONG2 REFS FED
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Part XV

28 29 31 32 | 34 35 36 37 38 39 40 41 42 43 44
STATE FEDSTA : DOLCON

46474849 50 51 52 53 54 55 56 58596061 62 63 64 65 66 67 68
DOLHOM , DOLMED

Line 7

12345 6 7 8 9 10 11 13141516 17 18 19 20 21 22 23
DOLEDU DOLUTIL

25262728 29 30 31 32 33 34 35 37383940 41 42 43 44 45 46 47
DOLTAX DOLKID

49505152 53 54 55 56 57 58 59 61 62 64 65 67 68

DOLBUS NCON NHOM NMED
» Line 8
70 71 73 74 12 4 s 7 8
NEDU NUTL NTAX‘ NKID. NBUS
10 11 12 13 15 16 17 18 20 21 22 23 25 26 27 28
- PDCON _ PDHOM . , PDMEDV PDEDU
1]
30 31 32 33 35 36 37 38 40 41 42 43 45 46 47 48

PDUTL PDTAX PDKID PDBUS
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60 61 62 63

50 51 52 53 55 56 57 58 65 66 67 68
PNCON ’ PNHOM PNMED PNEDU
Line 9
70 71 72 73 1 2 '3 4 6 7 8 9 11 12 13 14
PNUTL PNTAX " PNKID
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